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Mpotokon ceasm OPC UA

:25.11.2024

Open Platform Communications United Architecture (OPC UA) — aTo ctaHaapT o6MeHa AaHHbIMM,
Mcnonb3yeMbiv B NPOMbILLNIeHHON aBTomMaTtusaumm n ceasm. OPC UA — 310 He3aBUCUMbIN
CTaHAapT, He CBA3aHHbIN C KOHKPETHOW CMCTEMOW UM NPOM3BOAUTENEM, OH OCYLLECTBISET CBA3b
nocpeacTBOM CBA3M KOMMbIOTEP-MaLLMHA UNKU CBA3WU MalunHa-MawwuHa. NMpepgnaraem cratsio
MHXXeHepa IHTOHU KuHr Xo, ony6nukoBaHHy1o B XXypHane Control Automation, nocBsilieHHy0
UCTOPUMU, CTPYKTYpE U NnpumeHeHnu npotokona OPC UA.

UcTtopusa cospaHna OPC UA

B 1994 rogy rpynna noctaBLMKOB NPOrpamMMHOro 1 annapaTHoro obecnevyeHuns B cektope
NPOMBbILLUNIEHHON aBTOMAaTM3aLNN N OPYIUX UHXKEHEPHbIX AUCUMNNMHAX chopMmpoBana 1o, YTo cenyac
n3BecTHo, kak OPC Foundation.

OPC Foundation noctasuna cebe Lenbio paspaboTtarb eauHyto cneumndurkaunio KnmeHT/cepeep, kKotopas
nossonuna 6ol ntobomy nocraBLuKy paspabaTbiBaTb NporpammMmHoe obecnevyeHme 1 NpUnoXeHus,
cnocobHble 0bMeHMBaTbCA AaHHbIMKU BbICTPbIM U HAAEXHBIM CNOCOBOM. U B TO e BpeMs YyCTPaHUTb
nporpueTapHble CXeMbl, N3-3a KOTOPbIX 3TV NOCTaBLUMKX Oy6brnvpoBanun cBou ycunua no paspaboTtke.

B pesynbrate coobwectso OPC Foundation paspabotano nepsyto cneundpukaumio gns OPC DA, Data
Access Specification 1.0a. OHa 6bina BbinyweHa BCKope nocre aToro, B Hadane 1996 roga. CtaHgapt
Data Access Specification onpegensiet, kak AOMmKHbl BbITb NOCTPOEHbBI MHTEPXENCHI KITMEHTCKOIO Y
CEPBEPHOrO NPUoXeHWI. Micnonb3ys 3Ty cneumdukaumio, NOCTaBLLMKL MO BbICTPO pa3pabaTtbiBaTb
KNuneHTCckoe/cepBepHOE NporpaMmHoe obecneveHue.

Kak pabotaetr OPC UA?

OpHako, nockonbky OPC DA B 3HaunTenbHom cteneHun onnpaetca Ha Windows Distributed Component
Object Model (DCOM), mHormne noctaBLmku npuaHatoT, 4To OPC DA He siBnsieTca no-Hactosiwemy
OTKPbITbIM CTaHL4APTOM, NAOX0 BeAeT cebsi B OTKNIOYEHHOM COCTOSAHMN, NNOX0 paboTaeT ¢
O6paHamayapamm n pabotaet Tonbko B Windows.

YTtob6bl npeogonetb HegocTaTkm OPC DA, OPC Foundation paspa6otan OPC UA, KoTopbii 3Ha4NTENBLHO
oTnMyancs oT CBOero npealwectseHHuKa. Llenb coctosna B ToM, 4TOObl OTOWTK OT UCMOMb30BaHNA
Windows DCOM B 0CHOBHOM AJ151 Ny4Llero yaoBneTBOPEHMs MEHSOLWMXCA NoTpebHoCcTeEN
NPOMBbILLUNIEHHON aBTOMaTMU3aunn.
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Mepas cneundmkaumns OPC UA 6bina onybnunkosaHa B 2006 roay, a nocneaHas sepcus, 1.04, 6oina
BbiNyLLeHa B Hosbpe 2017 roga, 4o6aBmB MHPPaACTPYKTYpy CBA3M NyGNnkaunn/nognmckn n HoBble
nonuTunkn 6esonacHocTy.

HekoTopble 13 ynyJweHun, kotopble 6binmn BBegeHbl B OPC UA, BktovatoT:

e OTKpbLITOCTb — JOCTYNEH A5 UCNONb30BaHUA N BHEAPEHNS NOOBLIM Norib3oBaTenemM no nnueH3nm
GPL 2.0

e KpoccnnatopMeHHOCTb — He MPUBA3aH K OAHOM ONepaunoHHON CUCTEME UIK A3bIKY
nporpaMmmMmnpoBaHu1s

¢ [loBblweHHas 6e3onacHOCTb NPOTOKOMNA — NPeAOCTaBSAeT NoNb3oBaTENAM OOCTYN K
ayTeHTuduKauumn, asTopmsaumm, LenoCTHOCTU N KOHPUOEHUNANbLHOCTW;

o BBepgeHue metoga, KOTOPbLIV NPeacTaBnseT BbI30B PYHKUMN 0OBbEKTA — METOZ, BbI3biBAETCSA
(BbI3bIBAETCSA) M BO3BpALLAETCA Nocne 3aBepLlieHns PyHKLMM, He3aBUCMMO OT TOro, Gbina nn oHa
yCneLwHon Unun Het

e WHTerpauns nigpopmauymnoHHon mogenm B IEC 62541 — ata cneundmkaumns sBnsaeTcs 0CHOBOM
NMHPACTPYKTYpbl, HEOBXOANMOKM NOCTaBLUMKaM ANS UHTErpauumn ceoen nHopMaunm n
MOLENMPOBaHUS CBOUX CIIOXHbIX AaHHbIX B npocTpaHcTee uMeH OPC UA. OHa ncnonb3syet
npevMyLlecTsa 6oraton cepsuc-opmeHTUpoBaHHom apxmtektypbl OPC UA

Ctpyktypa OPC UA (IEC 62541)

PacwupeHnuns nonen, ykasaHHble B nHnunatmee Field Level Communication (FLC), ocHoBaHbl Ha
ctpyktype OPC UA (IEC 62541). O1a cTpyKTypa npegocTaBnsieT NocTaBLLMKamM HE3aBUCUMYHO
nnatgopmy, kotopas obecnedmBaeT 6e30nacHbIN N HaOEXHbIN 0OMeEH MHopMaLumnen.
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ApxuTtekTypa cuctembl OPC UA FLC

CtpykTtypa OPC UA noggepxusaet cry>0bl M NPOTOKOMbI KNMEHT/CepBEpP, a TakkKe Mogenu u
npoTtokonel nyonukauun/nognuckmn (PubSub). OPC UA moxeT paboTatb Ha BblAENEHHbIX KIMEHT/
cepBepHbIX OTHOLEHUsX. B cueHapum PubSub cepeep otnpasnseT (nybnvkyeT) AaHHbIe B CETb, a
KNWeHT (NOANUCaBLUMIACS) NornyYaeT AaHHbIE.

BaxxHO oTMeTuTb, 4To B crneundmkaumm OPC UA ayteHTuduKaums, nognmcaHme n wmdposaHue
OaHHbIX B 3HAYNTENbHON CTEMEHN NOQYEPKMBAIOTCH Kak AN MOAenen KnneHT/cepeep, Tak U ans
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mopenen PubSub.

Ponb OPC UA B npoMbILUNEHHON aBTOMaTMU3aUunmn

Momumo Toro, yto OPC UA aBnaeTcs NpOTOKONOM CBSA3M MexXay MallnHamMu Ans NpoMbILLNEHHON
aBTOMaTM3aLUNKN, OH TaKkke ABNSEeTCA naeanbHbIM KaHAN4ATOM ANS COeAMHEHUsST MaLLnH 1 BusHec-
ceten. OPC UA He Tonbko nepenaeTt MHopMaumio 0 MallumMHax, Takyl Kak 3agaHHble 3Ha4YeHus,
N3MepeHHbIE 3HAYeHWs U NapaMeTpbl Npouecca, HO Takke onpeaenseT U ONUCbIBaAeT AaHHble. ITO
AenaeTtca ¢ NOMOLbIo conocTaeneHni B cneundukauyun OPC UA.

C nHdpopmanmoHHon mogenbto OPC UA HoBble npouecchl mexay /1K n nobbim 6onee BbICOKMM
YPOBHEM, OPUEHTUPOBAHHBLIM Ha BU3HEC-OPUEHTUPOBAHHBIA YPOBEHL NPOrpaMMHOro obecneyeHus,
MOryYT ObITb YCTAaHOBMNEHbI O4€Hb A(PPEKTUBHO.

i
cTopoHa

(Field Level Communications)

OPC UA B cucteme aBTomatusauum

B npombiwneHHOM npolecce 3agaHHble 3HAaYEHUsT U YNPaBRsoLWNE NEPEMEHHbIE MOXHO F1Erko U
LEHTpanM30BaHHO NoAdEPKMNBaTb, a TaKKe KOHTPONMPOBATb KaK 4YaCTb OCHOBHbIX AaHHbIX
maTepuanoB. [laxe nHcgpopmauuto, cneundmryHyo A4ns 3akasa KrmeHTa, MOXXHO Hanpsmyo
obmeHuBaTthb ¢ MJIK BMecTo KonMpoBaHWsi AaHHbIX HA Pa3HbIX YPOBHSIX NPOrpamMMHOro
obecrneyeHus.

Kpome TOro, npegocTtaslieHne AaHHbIX 06 N3MepeHNAX N npoueccax B KadecTtBe yry4dleHusa
6VI3HeC-,D,OKyMeHTOB ONs1 KOMIMIEKCHOM aHanUTUKN Takke sIBNseTcs I'IpOCTOIZ 3agadven, NOCKOJ1bKY
noakrnw4yeHne CtaHgapTu3npoBaHo.

C nosiBneHvem Industry 4.0 pasgeneHne ypoBHEN U NOAXOA «CBEPXY BHU3» K NOTOKY MHAOpMaLnm
Hayanu cCMeLLMBaTbCs, YTO O3HAYaET, YTO B UHTENNEKTYarbHOM CETU Kaxaoe YCTPOMCTBO UMK
cnyx6a MoryT aBTOHOMHO MHULMMPOBAaTb CBA3b C ApYyrumMu criyxbamm.

PLCopen (accoumauunsa npomssoamTenen kKoHTponnepos Ha ocHose |IEC 61131-3) coTpyaHmyana c
OPC Foundation gns onpegeneHuns cOOTBETCTBYOLLNX OYHKLMOHaNbHbIX 6riokoB knveHta OPC
UA. OHa cosgana cnocob ana PLC o6MeHMBaTbCA CIOXHBIMU CTPYKTYpaMmn JaHHbIX MO
rOpM30oHTann ¢ Apyrmmu KoOHTposnnepamun unu no septukanu Yepes cepsep OPC UA B cucteme
ynpasneHus npoussoactsom (MES) unu nnaHnpoBaHus pecypcos npegnpuatusa (ERP) ana
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Nony4YeHUs HOBbIX NPOM3BOACTBEHHbIX 3aKa30B UMW 3anucu AaHHbIX B 06nako. 3tu ycnnus
MO3BOMUNN NPOU3BOACTBEHHOM NMMHMM paboTaTb aBTOHOMHO B COYETaHUM C UHTENPUPOBAHHOM
©esonacHocTbio OPC UA.

OTpacnu no BceMy M1py BHEAPWUNN BEPTUKANbHYIO MHTErpauuio ¢ ncnono3osaHmnem OPC UA.
Kaxxabih KOMMNOHEHT B NPOMbILLIIEHHOM NPOLIECCE, TaKOW Kak KOHTPOep, Aatyunk, poboT, kamepa u
n3mMepuTenbHOEe YCTPOMUCTBO, CITYXXUT HE3aBUCUMbIM MALUMHHBIM BNOKOM, KaXdbll N3 KOTOPbIX
ogHospeMeHHo crnyuT cepsepom OPC UA u knneHtom OPC UA.

CneposaTternbHO, KaXabl MaLLWMHHBIN Br1I0K MOXET NCMOoNb3oBaTh METOAbI, COBLITUA UMW TOYKK
AaHHbIX OPC UA, koTopble NyGnukyroT ero pexumsl, atpubyTbl 1 (OyHKUNOHANbHbIE BO3MOXHOCTH
1 npegnaratot cebs B Ka4ecTBe yCcnyru.

Industry 4.0 n OPC UA

Kak ynomuHanocb paHee, ¢ Industry 4.0 n npombiwneHHbIM MHTepHeToM Belen (11oT)
NHopMaLmMa MOXeT cBOBOAHO NepefaBaTbCa MeXy pasfUyHbIMU YCTPOMCTBaMM B
WMHTENNeKTyanbHOM ceTn. ATO co3farno cepbesHyto npobnemy onsa 6e3onacHoro u
CTaHOapTM3MPOBaHHOIO OO6MeHa AaHHbIMKU 1 nHOPMaLMen.

B 2015 rogy mogenb atanoHHon apxutekTypbl ansa Industry 4.0 (RAMI 4.0) pekomeHgoBarna TosbKo
ctangapt IEC 62541 OPC UA gns peanu3auun ypoBHs cBA3W. B pesynstaTte nobon npogykr,
peknammpyembiin Kak «c nogaepxkon Industry 4.0», gormkeH nogaepxmeate OPC UA —
WHTErPUPOBaHHbLIN UMK Yepes LUNM03.

B mogenu knuneHTt/cepBep 06b14HO ncnonbsytotca TCP n HTTPS. B mogenn PubSub ncnoneaytotcs
UDP, AMQP n MQTT.
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Cxema pabotel OPC UA

Ctout otmeTuTb, 4To OPC UA Takke peanv3oBaH B 4yunax, HebonbLumx yCTPOMCTBAxX U AaTyuKax.
MomMuMO ncnonb3oBaHUA Ha NponsBoacTee, npunoxeHns OPC UA yxe pa3BepHyTbl B ApYrmx
obnacTtax, Hanpumep, B KOMMEPYECKOM KyXOHHOM 060pyaoBaHUN, TaKOM Kak (OPUTIOPHULbI,
AYXOBKW, KOheMaLLMHbI U NOCYAOMOEYHbIE MaLUVHbI.
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NMnaHbl pa3sutua OPC UA

TpaH3akuuu

C poctom nonynsapHoctn OPC UA Bo MHormnx otpacnsax OPC UA aBnseTca Xopowmm KaHaMaaToM
ANs HacTporikK. [NpocTbie 3agayn HAaCTPOMKM MOXHO PeLLnTb C MOMOLLbIO METOAOB, Ansa 6onee
CMOXHbIX NPOLECCOB NOTPEDBYHOTCA TPaH3aKUMK.

MeTapaHHble B o6nake

Korga gaHHble nybnvkytoTca B 0bnayvHbIX npunoxeHusx, Takmx kak Amazon Web Services (AWS) u
Google Cloud, gaHHble 06bIMHO He BKIOYaT MeTanHopMaL Mo B aApeCcHOM NpOCTPaHCTBe
cepBepa. MeTagaHHble MOMOryT pewwnTb 3Ty Npobnemy B ByayLuem.

Cloud Relay

Bo3aMOXXHOCTb 06nayYHoOn peTpaHcrnaLmMm NO3BONSAET yCTaHaBNMBaTb CBA3b MeXAy pasnuyHbIMu
npunoxexHmsammn OPC UA, gaxe ecnu n cepsep, N KNUEHT HaxXog4aTCcs 3a OTAENbHbIMN
Gpangmayapamu.

ﬂeTepMMHMpOBaHHaﬂ CBA3b

B TekyLLieM 1 npoLunbIX NOKOMNEHUSX CBA3N CBA3b He ABNaeTca AeTepMuHupoBaHHon. C 5G, 5-m
nokoneHnem 6ecnpoBogHbIX CUCTEM, OHa 06ecnednT NyyLlyro NPON3BOANTENBHOCTL U
AeTepMuHUpoBaHHocTb. OHa Byaet noxoxa Ha Time Sensitive Networking (TSN), conoctaenexune
mogenu PubSub ¢ npotokonom 5G caoenaetr OPC UA 6onee oetepMrUHMPOBAHHbLIM.

JdononHuTenbHble CONOCTaBIEeHUs NMPOTOKOMOB ANA AeTePMUHUPOBAHHOW CBA3U

B pononHeHue k 5G conoctaenenusa ¢ WiFi 6/7 moryT caenatb NpOTOKON AETEPMUHUPOBaAHHbBIM
Ans 6ecnpoBOAHbIX Y MOBUIbHBIX MPOMBILLIEHHbBIX NPUAOXeHU. Kpome Toro, conoctaeneHue ¢
ceTeBbIMM TEXHONOrMAMM YPOBHA 3 ¢ nogaepxkon QoS (kavecTBO 06CnyXMBaHUA) OOMKHO
obecne4nTb AeTepMUHUPOoBaHHYto cBs3b OPC UA, 6eclioBHO MapLUpyTU3MPYEMYIO MO NPOBOAHbLIM
1 6ecnpoBOAHbIM CETMEHTaM CETMU.

TouyHo npedcka3zamb pazeumue OPC UA npedckazamb mpyOHO, HO Noxoxe y 0aHHO20
MPoMmMoKoJsia KOMMyHUKayuu ecmb 60/1bwol nomeHyuarn.
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