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9.2. OPC cepBep

Cranpgapt OPC paspaboTaH mexayHapogHou opraHusaumen OPC Foundation, yneHamm KkoTopown
asnsTca 6onee 400 oupm, paboTtatowmx B obrnactv cpeacTs aBToMaTnsaumm U UsMepuTenbHoOn
TexHukn. OcHoBaTensamMu opraHusaummn aensoTca pupmel Fisher-Rosemount, Rockwell Software, Opto
22, Intellution n Intuitive Technology. MNepeas Bepcus OPC ctangapTta 6bina BoinyweHa B 1998 r. [OLE]. B
coeT gupektopoB OPC Foundation B 2008 rogy sxoaunnu npegctasutenun Siemens AG, Emerson
Process Management, Yokogawa, Honeywell, Rockwell Automation, ICONICS.

9.2.1. O630p ctaHpapta OPC

MmaBHon uenobto ctaHgapta OPC sBunock obecnevyeHne BO3MOXHOCTU COBMECTHOM paboTbl
(MHTeponepabenbHOCTM) CPeACcTB aBTOMaTM3auun, (PYHKLMOHUPYIOLWNX Ha pa3HbIX annapaTHbIX
nnargopmax, B pasHbiX NPOMbILLIIEHHbIX CETSIX U MPOU3BOAMMbBIX pa3HbiMu ompmamu. [1o paspaboTku
OPC crangapta SCADA nakeT HyHO Oblfio aganTupoBaTh K KaXgomy HOBOMY 060pyaoBaHuMIO
nHanemayansHo. CywecTBoBanv ANUHHbIE CNUCKK "NoaAepKMBaemMoro o6opyaoBaHmns”, 04eHb CrOXHON
6bina TexHuyeckasa nogaepxka. Mpu moandurkauumn o6opyaoBaHNSA HYXHO BbiNO BHOCUTb UBMEHEHUS BO
BCe ApayrBepbl, KaXabl N3 KOTOPbIX NoAAepKMBas NPOTOKON 0bMeHa TONbKO C OOHOWN KITMEHTCKOM
nporpammMmon. Yncno Takmx gpaneBepoB AOXOOUIO 40 COTEH.

Mocne nosineHus ctangapta OPC npaktudeckn Bce SCADA-nakeTbl Obiniv nepenpoekTMpoBaHbl Kak
OPC-knueHTbl, a KaXxabli NPOM3BOANUTESNb annapaTtHoro obecneveHms ctan cHabxaTb CBOU
KOHTpOnnepbl, MO4YNN BBOAA-BbIBOAA, MHTENNEKTYanNbHbIE AATYMKN U UCMOSNTHUTESNbHbIE YCTPOMCTBA
ctaHgaptHeiM OPC cepsepoM. bnarogapsi nosasneHunio ctaHagapTM3aumm nHtepderica ctano BO3MOXHbBIM
noakntodeHne nboro gumsmyeckoro ycrpornctea k nobon SCADA, ecnv oHn o6a COOTBETCTBOBANM
ctangapty OPC. Pa3paboTynkm nonyunnn BO3MOXHOCTb MPOEKTUPOBATL TONbLKO OAMH ApanBep ANng Bcex
SCADA-nakeToB, a nonb3oBaTeny Nosy4nnn BO3MOXHOCTb Bbibopa o6opyaoBaHust u nporpamm 6e3
NPEXHUX OrpaHUYEeHNN Ha UX COBMECTUMOCTb.

CtaHpapt OPC oTHocuTCS TOonbKo K MHTEpdencam, kotopble OPC cepBep NpeaoCTaBnseT KIMEHTCKUM
nporpammam. MeToz e B3anmMogencTBusi cepeepa ¢ annapaTtypown (Hanpumep, ¢ MoaynsMm BBoa-
BblBOAA), CTaHAAPTOM He NpeayCMOTPEH M ero peanusaums Bo3naraeTcs nonHOCTbIO Ha paspaboTymnka
annapartypsbl. NMoatomy ctangapt OPC moxeT 6bITb MCMONb30BaH HE TONbKO A1 B3auMOAENCTBUSA
SCADA ¢ "xene3om", HO 1 anst 0OMeH AaHHbIMK C NIOOLIM MCTOYHUKOM AaHHbIX, Hanpumep, ¢ 6ason
AaHHbIX U ¢ GPS npreMHUKoM.

OPC cepBep kak cpeacTBO B3aMMOAENCTBUSA C TEXHUYECKUM YCTPOMCTBOM MOXET ObITb MCNOMNb30BaH Npwu
pa3paboTke 3aka3Hbix nporpamm Ha C++, Visual Basic, VBA u 1. n. B atux 3agavyax OPC cepBep
ncnonbayetca kak Microsoft DCOM 061bekT, OT KOTOPOro OH OTNMYaEeTCsa TONbKO CTaHAapTU3aUnEN
00603Ha4YeHn 1 cneunduyeckuMmn TepMmMHamMm M3 obnacT NPOMbILLNIEHHOM aBTOMaTU3aunm.
MpumeHeHne OPC cepBepa npu paspaboTke 3akasHbIX NPorpaMm no3BOSISET CKPbITb OT pa3paboTymka
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BCIO CINIOXXHOCTb OOLLEeHUs ¢ annapaTypou, NpeacTaBnss NPocTon U yAobHbIn MeToa JocTyna K
annapaTtype 4vepes nHrepgericel COM-obbekTa.

Ctangapt OPC cocToUT U3 HECKOMbKUX YacTen:

e OPC DA (OPC Data Access) - cneumdukaunsa ana obMmeHa AaHHbIMU MeXAY KNMUEHTOM (Hanpumep
SCADA) n annapatypo#n (KoHTponnepamu, MoaynsMmm BBoga-seoga v Ap.) B pearibHOM BPEMEHU;

e OPC Alarms & Events (A&E) - cneundumkauma ons yBeaomneHns KnmeHTa o cobbITusix 1
curHanax TpeBoru, KOTopble MNOChINAaTCA KIMEHTY MO MepPe UX BO3HUKHOBEHUA. DTOT cepBep
nepecbinaeT aBapuiHble cuUrHasnbl, 4eNCTBUS onepaTtopa, MHPOPMaLNOHHbIE COOBLLEeHNS,
pe3ynbraTbl KOHTPONSA COCTOAHUSA CUCTEMBI;

e OPC HDA (Historical Data Access) - cneundukauma ona goctyna K npeabictopum npouecca (K
COXpaHEeHHbIM B apxmBe AaHHbIM). CepBep obecnevmBaeT yHMPUUMPOBAHHbIM cnocob gocTyna ¢
nomotubto DCOM TexHonornn. O6ecnednBaeT YTeHMe, 3anncb U UAMEHEHNE AAHHbIX;

e Batch - cneundukaumsa ona ocobbix HU3NKO-XMMUYECKNX TEXHONTOMMYECKMX NpoLeccoB o6paboTku
MaTepuarnoB, KOTOpbl€ HE SBMAKTCA HeNnpepbIBHbIMU. B Taknx npoueccax BbINOMHAETCS 3arpy3ka
HECKOJSTbKMX BUOOB ChipbSA B ONpefenieHHbIX NponopLmsixX COrnacHo peuenTy, yCTaHaBnMBatoTCs
pexuMbl 06paboTku, a nocne BbINOSHEHMS LMKna 06paboTKM 1 BbIrpy3Ku roTOBOro MaTtepuana
3arpyxaetcs HoBasi napTus cbipbsi. OPC cepBep BbINOMHAET 0OMEH MeXay KNMMEHTOM U CepBEPOM
peuenTamu, XapakTepucTMkaMm TEXHONOrMYeckoro 06opynoBaHus, YCNoB1MsaMU 1 pesyrnstatamm
0bpaboTku;

e OPC Data eXchange - cneundukaunsa ana obmeHa gaHHbiMu mexay asymst OPC DA cepBepamu
yepes ceTb Ethernet;

e OPC Security - cneumdukaums, koTopasa onpegenser MeToabl 4OCTyNa KIIMEHTOB K CepBeEpY,
KoTopble o6ecneymBatoT 3alumTy BaXKHON MHPOpMaLmMm OT HECAHKLMOHNMPOBAHHOW Moandmrkaumu;

e OPC XML-DA - Habop rnbkux, cornacyrowmxca gpyr ¢ opyrom npaesun n oopmatoB ans
npeacTaBneHnsa NepBUYHbIX AaHHbIX C NOMOLLbIO A3bika XML, Be6 TexHonorun n coobeHnn SOAP
(cm. pasgen "ApxuTekTypa aBTOMaTU3NpOBaHHOW CUCTEMBI".);

e OPC Complex Data - gononHutenbHble cneundukaumnm kK OPC DA n XML-DA, kotopble
No3BOMSAT cepBepaM paboTaTb CO CAOXHbIMU TUNAMWU JAHHbIX, TAKUMU Kak OMHapHbIe CTPYKTYpbI
n XML-O00KYMEHTbI;

¢ OPC Commands - HabGop nporpaMmHbIX MHTEpPdENCcoB, koTopbi no3sonser OPC knueHTam n
cepBepaM naeHTUuUmMpoBaTh, NOChINaTh U KOHTPONUMPOBATbL KOMaHAbl, UCNOMHAEMbIE B
TEXHMYECKOM YCTPOUCTBE (B KOHTpOMnepe, Moayne BBOAA-BbIBOAA);

e OPC Unified Architecture - npMHumMnnanbHO HOBbIM HABOP cneundmrKaunn, KOTOpbIN yXe He
6asnpyetca Ha DCOM texHonorun, nogpobHee cMm. pasgen "Cneuncukaums OPC UA".

N3 nepeuncnenHbix cneundukaumn B Poccnm winpoko mncnonbaytotes Tonbko ase: OPC DA u pexe -
OPC HDA.

9.2.2. OPC DA cepBep

CepBep OPC DA saBnsietca Hambonee LWMpPOKO NUCMNOMb3yeMbIM B NPOMbILLNIEHHOW aBToMaTuaaunn. OH
obecneymBaeT 06MeH AaHHBIMM (3aMUCb U YTEHUE) MEeXAY KITMEHTCKOM NPOrpaMmon n pmsmndecknmm
ycTponcTeaMu. [JaHHbIE COCTOSAT U3 TpeX MOorfen: 3HaYeHne, Ka4eCcTBO U BpeMeHHas MeTka. NapameTtp
KayecTBa AaHHbIX NO3BOMISIET NepeaAaTh OT YCTPOMUCTBA KMMEHTCKOW NporpammMme MHopmaumio O BbiIXoae
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Msmepﬂemoﬁ BEJTIMYMHbI 3a rpaHnLbl AMHaAMW4YeCKOoro gmnana3oHa, 06 OTCYTCTBUM OaAHHbIX, owmnbke cBA3n

v apyrve.

CylecTByeT YeTbipe CTaHAAPTHbIX PEXUMa YTeHns aaHHbIX 3 OPC cepBsepa:

CUHXPOHHbIN PEXUM: KITMEHT MOCbLINAET 3anpoc CepPBEPY U XKAET OT HErO OTBET;

ACUHXPOHHbIN PEXUM: KITMEHT OTNPaBNSAET 3anpoc N Cpasy Xe NepexoanT K BbINMONHEHNIO APYrnX
3agad. Cepsep nocne BbINOMHEHNS (DYHKLUMN 3anpoca NoCbINaeT KNMeHTY yBeaAoOMIIeHe N TOT
3abupaeT npegocTaBneHHble AaHHbIE;

pPeX1MM NOANMUCKN: KNNEHT coobLLIaeT cepBepy CNUCOK TEroB, 3HAYEHUSA KOTOPLIX CEPBEP AOIMKEH
OTNPaBNATb KIMEHTY TONbKO B Cryyae ux nameHeHus. [1ns toro, YToObl LyM AaHHbIX HE Obin
NMPUHAT 32 NX U3MEHEHWEe, BBOOAUTCA NOHATUE "MepTBOM 30HbI", KOTOpas crnerka npesbilaeT
MaKCuUMaribHO BO3MOXHbI pa3max NoMeEXxu;

pexXnumM OOHOBNEHUA AAHHbIX: KITMEHT Bbl3blBAae€T OAHOBPEMEHHOE YTEHME BCEX aKTUBHbIX TETOB.
AKTUBHLIMW Ha3bIBalOTCA BCE TErn, Kpome 0603Ha4YeHHbIX Kak "naccusBHble". Takoe aeneHvne Teros

YMeHbLUAET 3arpy3Ky npoiueccopa 06HOBNEHNEM AaHHbIX, MPUHUMaEMbIX N3 prn3n4eckoro
yCTpOWCTBa.

B kaxgom 13 3TUX pexxmmoB AaHHble MOryT YntaTtbes nnbo m3 kawa OPC cepeepa, nubo

HenocpeacTtBeHHO U3 q)l/l3l/l‘-|eCKOFO yCTpOVICTBa. UTeHne 13 Kkala BbINOSTHAETCS ropasgo 6bICTpee, HO

AaHHbIEe K MOMEHTY YTEeHMA MOryT ycTapeTb. [103ToMy cepBep OOSMKEH NEPUOLAMYECKM OCBEXaTb JaHHbIE
C MakCuMasibHO BO3MOXHOM YacToTOW. [INa yMeHbLIEeHUS 3arpy3ku npoLeccopa UCnosib3yoT napameTp

4acToTbl OGHOBIEHNS, KOTOpada MOXeT ObITb yCTaHOBIEHa Oons Kakaon rpynnbl TeroB nHonBunayanbHO.

Kpome TOro, HEKOTOpbIe Tern MOXXHO caenatb NnaCcCUBHbIMWU, TOrAa NX 3HA4YeHUA He 6y,£lyT 0OHOBNATLCS

OaHHbIMW U3 Cbl/l3|/|‘-IeCKOI'O yCTpOﬁCTBa.

3anucb AaHHbIX B C*)I/ISVNGCKOG yCTpOI7ICTBO MOXET ObITb BbINOMHEHA TOMNBKO OBYMA MeToaaMu:

CUHXPOHHbIM 1 aCUHXPOHHBIM W BbIMOSHAETCS cpasy B YCTPOMUCTBO, 6e3 NpomexxyTouHom Bydhepusaumm.

B CMHXPOHHOM pexume PyHKLMS 3anncu BbINOMHSAETCA A0 TEX Nop, Noka U3 hU3nM4eckoro yCTpomncTea He

NOCTYNUT noAaTBepXAeHne, 4To 3anncCb BbINOJTHEHA. 70T npouecc MOXeT 3aHnMaTb MHOIoO BpeMeHu, B

Te4eHne KOTOPOro KrimeHT HaxoanTtcAa B COCTOAHNN OXNOaHUA 3aBepLUEeHnA beHKLI,VIVI N HE MOXEeT
npoaosiXatb BbIMOJIHEHNE CBOEN pa6OTbI. |_|pl/l aCVIHXpOHHOVI 3arnncu KrneHT oTnpasnAaeT AaHHble

cepBepy ¥ cpasy NpoJoIkaeT cBok paboTy. MNocne okoHYaHUsI 3anucK CepBEpP OTNPABIAET KIIMEHTY

COOTBETCTBYHOLLIEE YBEOAOMIIEHUNE.

317



ﬂNLDPE - Ctena_wcnbiTaTtensHsid_nlcreng.nin o] =10] x|
Garn Ycrpokctea CeoncTea Momollb
] L el e e LY d
-4 NL16HY HazeaHne l OnNHCaHHe SHaqeHHe PesyneTaTt | Bpema
=] & NLBTI oMY  sorwwcnpaea T2 oK 18.01.2008 - 10:57:21
=l +4; Laboratory32 F ¥in3 AaTunk cnesa 69.9 oK 18,01.2008 - 10:57:21
~% Top
2 Middle
~t= Boktom
»{= Termostat
—]-«{2 Compressor
-4 Pressure
347 NLBAI J |L[

Puc. 9.1. NMpumep ananorosoro okHa OPC cepeepa NLopc dompmbl Reallab!

OPC DA cepBep MOXeT UMeTb (He 06513aTenbHO) NONb30BaTENBCKUN UHTEPdIENC, KOTOPLIN NO3BONSET
BbIMOSTHATL N0ObLIE BCnoMoraTenbHble YHKLMM Ana obnerdeHns pabotebl ¢ o6opyaosaHnem. Hanpumep,
OPC cepBep NLopc dpmpmbl Reallab! nossonsiet, nommmo obmeHa aaHHbiMu co SCADA, BbINOMHATL
cnepyowme nonesHble PyHKUUK:

® MOWCK NOAKINIOYEHHOIO K MPOMbILLNIEHHOW CeTU 060pyaOBaHUS;

e YCTaHOBKY NapamMeTpoB obopyaoBaHus (MMeHK, aapeca, CKopocTu obMeHa AaHHbIMK, nepuoaa
CTOPOXEBOro TaMMepa, Hanu4me KOHTPOrbHOW CyMMbI U Ap.);

e co34aBaTb Mepapxmyeckoe npeacraBneHne NMeH TEroB.;

e HabnwogaTb 3Ha4YEeHUs TEros;

e ynpaenaTb NnpaBamu goctyna k OPC cepsepy.

B cootBetcTBMM co cTaHaapTom, OPC cepBep BO BpeMs UHCTaNNAUUmM asToMaTuyeckn perucTpmpyerca B
peectpe Windows. 3anyck cepBepa OCYyLLECTBNAETCA TaK Xe, Kak fobon apyron nporpaMmmbl nUnim
aBTOMaTUYECKN N3 KITMEHTCKOW NporpamMmbl.

Ha puc. 9.1 nokasaHo gnanorooe okHo OPC cepsepa NLopc. CepBep no3BonseT BbiNOMHUTb NOUCK
du3nyecknx ycTponcTs, nogkntodeHHbix K COM-nopTy komnbtoTepa. Ha puc. 9.1 okHO cepBepa criesa
nokKasbIBaeT, YTO K KOMNboTepPY nogkntodeHsl Tpn mogynsa seoga: NL16HV, NL8TI n NL8AI. [Ins yanobcTtBa
npeacTaBneHnst UaMepsieMblxX BeNuUMH (Teroe) Ha o6bekTe aBToMaTm3auumn MMeHa Teros MoryT ObiTb
COCTaBHbIMW U MYTb K Tery MOXeT ObITb NpeACcTaBneH B BUAE AePEBA, Kak nokaszaHo Ha puc. 9.1. Nms
BblOENEeHHOro Ha pucyHke Tera BoirnaguT kak "NL8TI.Laboratory32.Top.Vind". Bce nmeHa n nx CTpyktypa
3agatoTca ¢ nomoLlbio cpeacts okHa OPC cepsepa.
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Puc. 9.2. NMpumep gnanorosoro okHa Hasuratopa teroB OPC knueHTa

Mpu ncnonssosaHun OPC knuneHTta (Hanpumep, SCADA), umeHa Teros, gocTynHble Yepe3 OPC cepsep,
NPeacTaBNATCS B aHanormyHon oopme B OkHe HaBuratopa TeroB (puc. 9.2). KnueHT nokasbiBaeT Bce
OPC cepBepbl, ycTaHOBMEHHbIE Ha KOMMblOTEPaX, AOCTYNHbIX NO ceTn Ethernet, n nossonser
NCcnonbL30BaTb BCE TEMM 3TUX CEPBEPOB.

Mpumep apxuTekTypbl cnuctem, Bkrtodarowmx OPC cepsepbl 1 OPC knueHTbl, nokasaHbl Ha puc. 9.3 n
puc. 9.4. B kayectBe OPC knneHTa MOXeT BbiCTynatb NnporpaMmma Ha a3blke C++ (Hanpumep, SCADA-
nakeT) unu nporpamma Ha a3bike Visual Basic, VBA, Delphi nnu niobas gpyras nporpamma,
nogaepxmsatrowan sBHeapeHne COM-o6bekToB (puc. 9.3). Nporpamma Ha A3blke C++ B3aMmMogencTeyeT ¢
OPC cepBepom 4epes nHtepgenc OPC Custom, a nporpamma Ha Visual Basic, VBA, Delphi - yepes
nHTepenc astomatnsauun OPC Automation. OPC cepep n OPC knueHTbl MoryT pabotaTtb TOMbKO Ha
KOMMbIOTEPAX M KOHTPOMEepax ¢ onepaumMoHHbIMU cucTeMamMu, nogaepxuearowmmm TexHonorno DCOM
(Hanpumep, Windows XP n Windows CE).

OPC cepBep nogkntoyaeTcs K pmnsanyeckmm yctponctaam nobbim cnocobom; atn cnocobbl CTaHgapTOM
He npeagycmoTpeHbl. Hanpumep, cepeep NLopc ncrnonbsyet Ang KaXkaoro omanyeckoro ycTponcTea CBon
apansep (puc. 9.3).

KnueHTtckas nporpamma n OPC cepBep MOryT ObITb YCTaHOBMEHbI HA OAHOM U TOM e KOMMNbIOTEPE, Kak
nokasaHo Ha puc. 9.3, unu Ha pasHbIx KomnbloTepax cetn Ethernet (puc. 9.4). Mpy HaNMYMN HECKOMbKKX
KOMMNbIOTEPOB KaXabl N3 HUX MOXET coaepkaTb OPC cepBep 1 NogkNtYEHHbIE K HEMY hn3ndeckune
ycTponcTtea. B Takon cucteme nobon OPC knueHT ¢ noboro kKoMmnbioTepa MOXET obpalaTbcs K nobomy
OPC cepBepy, B TOM YucCrie K pacrnosioXeHHOMY Ha ApYyroM KOMMbTepe ceTn. ATO AoCTUraeTca
6narogaps texHonorun DCOM, ucnonb3aytowen yaaneHHoei Bbidos npouenyp (RPC - Remote Procedure
Call). Hanpumep, SCADA Ha puc. 9.4 moxeT 0b6paTtnTbCs 3a AaHHbIMW K MOAYI0 BBOA4A-BbIBOAA NO NYTH,
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yKaszaHHOMY Ha puc. 9.4 WwTpuxoBor NuHmen. OGpaTM BHUMaHME, YTO KOMMbIOTEPbI Y KOHTPONEPLI B
TaKoW apXUTEKTYpe MOryT paboTaTb C pasHbIMU NPOMbILLNEHHbIMU ceTaMU. OBbMeH aaHHbIMK ¢ MK,
paboTtatowmmn ¢ OC Windows CE, BbINONHAETCS TOYHO TaK, Kak ¢ KOMMbOTEPAMMU.

Mpu ncnonb3oBaHMM 060PYOOBaHMSA pasHbIX NPON3BOAUTENEN HA KOMMbIOTEpe (KOHTponsiepe) MoXeT
ObITb ycTaHoBNEeHo Heckornbko OPC cepBepoB pasHbix npondsoantenen, ogHako OPC cepsep
MOHOMNoMbHO 3aHnmMaeT COM-nopT koMmnbioTepa (MOCKOMbKY HENPEPBLIBHO BbINONHAET OOHOBMEHNE
AaHHbIX), MO3TOMY KONMMYECTBO MOPTOB AOSMKHO BbITh paBHo konnyectBy OPC cepsepos. [ns
HapawwmBaHusa konnyectsa COM nopToB MOXHO Mcnonb3oBaTb NnpeobpasosaTtenu nHTepdernca USB B
RS-232. K pa3HbiM nopTtam KomnbioTepa MOryT ObiTb NOAKNIOYEHbI Pa3Hble NPOMbILLSIEHHbIE ceTU. B aTom
cnyyae OPC cepBepbl MCMOMb3YOTCH B KAYECTBE MEXCETEBbIX LUMHO30B.

Komnwviomep ¢ OC Windows %
Iporpamma Iporpamma = W =
Ha C++ ua Visual Basic, g =
(SCADA) Delphi = % @
A & 2 5
2.2 Automation e Noal=d
273 uHTepeiic S 25
s ¥ 5 25
s 7
O 2 —— -
0 S Tpaioep K| | £
C > Jpaiisep Moayns | i« »
Jpaiisep aaruna

Puc. 9.3. lNpocTon npumep B3anMoaencTBUSA NPUKITaAHbIX NPorpaMmm 1
dounsmyeckumx yctponcts Yepes OPC cepBep Ha 0OOQHOM KOMMNbIOTEPE

g

= [porpamma

=

= SCADA E Ha

= 2| VB,CH+, CH

: 3 Komneiomep

m T & £ i ¢ Windows

g I =

2 , u

= OPC | = OPC OPC cepeep

;E cepeep ! E cepeep o

4 4 b F Y I A "1 4
< - - —— =

[UTK

Profibus

CAN

IIK

Puc. 9.4. NMpumep npumeHeHna OPC TexHonormm anga ceTeBoro 4ocTyna K AaHHbIM B CUCTEMaX
aBTOMaTU3aLmm
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9.2.3. OPC HDA cepBep

Llensto OPC HDA cepBepa [OPC] (cepBepa npeabiCTopun npolecca) aBnseTca npegoctasneHme
KNMEHTCKON nporpaMmme eanHoro nHtepgenca ans obmeHa gaHHbIMU € N6bIMY XpaHUNULWaMU AaHHbIX,
B Ka4eCTBe KOTOPbIX MOXET BbICTyNaTb HECTaHAAPTHbLIN hann ¢ AaHHbIMK, cTaHgapTHas CYB[, OPC DA
cepep unu gpyron OPC HDA cepsep. CTaHgapT pacnpoCTpaHSAEeTCs TONbKO Ha MHTepdencol Ans
B3anmopenctena HDA cepBepa C KIMEHTCKMMU NporpaMMamu 1 He ycTaHaBnmBaeT cnocobos
NonyyYeHnsa Unm XpaHeHns JaHHbIX.

Cneuundumkauyma OPC HDA yctaHaBnmBaeT ctaHgapT Ha uHTepdgencel COM obbekTa n metoabl ero
ncnonb3oBaHus. CTpyKTypa cepsepa 1 MeToabl B3aMMOAENCTBUSA C KITMEHTAMM NOMHOCTbLIO aHaNOrMyHbl
obwen naeonornn OPC n onmucaHHomy Bbiwe OPC DA B yacTtHocTu. Hanpumep, OPC knveHT moxeT
noacoeanHaTbeA kK Heckonbkum OPC HDA cepBepam pasHbix npon3soguTenen n ObiTb YCTaHOBMNEH Ha
pasHbIX KOMMNbloTepax B cetn Ethernet.

Cywectsyet gBa Tuna HDA cepBepoB:

e NPOCTOMN CepBep AaHHbIX NPeabICTOPUN AN NOCTPOEHNA rpacmKoB (TPEHO0B);

e CepBep ANs XpaHEeHUs AaHHbIX B yNaKOBAaHHOM BMAE C BO3MOXHOCTbIO X 06paboTkm n aHanmaa. K
pyHKUMsIM 06paboTKM 1 aHanm3a gaHHbIX OTHOCATCSA HaxoXaeHue cpegHero, MMHUManbsHOro m
MaKCMMarbHOro 3Ha4YeHus n gp.

PaboTa ¢ gaHHbIMM 3aKN4YaeTcst B YTEHUM, 3anncy UM NU3MEHEHNN OAHHbIX.

9.2.4. Cneundumkauma OPC UA

HecMoTpsi Ha orpoMHbIN ycnex 1 Bceobluee NpusHaHve, NpakTMKa BbiBUNa cneayowme HegocTaTku
OPC TtexHonorum [Wikipedia, Lange]:

e [OCTYMHOCTb TONbKO Ha onepaumnoHHbIX cuctemax cemerictea Microsoft Windows;

e cBA3b C TexHornornen DCOM, ncxogHble KoAabl KOTOPOW ABMAIOTCA 3aKPbITbIMU. OTO HE NO3BONSAET
peLuaTb Bonpockl HagexHocTn MO, a Takke BbIABNATb U YCTPaHATb BO3HUKAOLLME NPOrpaMMHble
oTKasbl;

e GbIBalOT NPOGNEMbI KOHUIYPUPOBaHUS, ceadaHHble ¢ DCOM;

e HeTo4Hble coobuieHns DCOM o npepbiBaHMAX CBA3W;

e HenpucnocobneHHoctb DCOM gnst obMmeHa faHHbIMK Yepe3 UHTEPHET;

e HenpucnocobneHHoctb DCOM gns obecneyeHns nHopMaumoHHOM 6e30nacHOCTH.

B cBsa3un ¢ atnm B 2006 rogy OPC Foundation npeanoxun HOBY CTaHOapTHYHO cneundukauuio ang
obmMeHa gaHHbIMKM B cMCTEMaX NPOMbILLNeHHon aBToMaTtudaumm [OPC], nonyunsLiyto HassaHme "OPC
Unified Architecture" - "OPC ¢ yHndmumpoBaHHOM apxnTtekTypon”, kotopas paccmaTtpusaetca kak OPC
CTaH4apT HOBOMO MOKOMEHMUS.

CraHgapt OPC UA yctaHaBnuaet metoabl obmeHa coobieHnammn mexagy OPC cepBepoM 1 KNMEHTOM,
He 3aBuUcsALLME OT annapaTHO-NPorpaMMHoON NnaTgopMbl, OT TUMa B3aMMOLENCTBYHOLLNX CUCTEM U CETEN.
OPC UA obecneunBaeT HagexHyto 1 6e3onacHyto KOMMyHUKaLMIO, MPOTUBOAENCTBUE BUPYCHLIM aTakam,
rapaHTUpyeT MAEHTUYHOCTb MHOPMaLUK KITMEHTA 1 cepBepa.
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B HoBOM cTaHaapTe Mcnonb3yeTcst NOHATUE 0ObeKTa, NoL KOTOPbIM NOHUMAETCS PU3NYECKUIA UK
abCTpaKTHLIN aneMeHT cucteMbl. [Mpumepammn 06LEKTOB MOryT ObITb PU3NYECKME YCTPONCTBA,
BKMOYaloLLME UX CUCTEMBI M nogcucTemMsbl. [Jatumk TemnepaTtypsbl, K NpuMepy, MOXeT OblTb NpeacTaBneH
Kak 0ObEeKT, KOTOPbIN BKMNOYaET B cebda 3HaveHne TemnepaTypbl, HAbop napameTpoB CUrHanu3auum u
rpaHuubl ux cpabatbiBaHus. OBBLEKT, N0 aHanorMm ¢ 0GbEKTHO-OPUEHTUPOBAHHBIM MPOrPaMMUPOBAHUEM,
onpegensieTca Kak aK3eMnnsap Krnacca, a knacc paccmarpmBaeTcs Kak Tun gaHHbiX. O6bekTbl BKNOYaoT B
cebsi nepeMeHHble, COObITUA U MeToabI.

OPC UA ncnonb3yeT HecKomnbKo pasnuyHbiX (hOpMaToB AaHHbIX, OCHOBHbIMU U3 KOTOPbIX SABASIOTCA
BGuHapHble cTpykTypbl 1 XML aokymMeHTbl. @opmaTt AaHHbIX MOXET 6bITb onpegeneH nocraswmkom OPC
cepBepa unu ctaHgapTom. [ina paboTbl C NPON3BONbHLIMU hopMaTaMu KITMEHT MOXET 3anpocuTb y
cepBepa nHdopmauuto o6 onvcaHum atoro oopmata. Bo MHOrmx cnyyasx ncnonb3yercs
aBTOMaTu4eckoe pacnosHaBaHne oopmara AaHHbIX BO BpEMS UX nepegayn.

OPC UA obnagaert BbiCOKOM pobacTHOCTLIO® AaHHbBIX U yBEAOMIEHU O cobbITMAX. PoBacTHOCTb
obecneuynBaeTcss MEXaHN3MOM BbICTPOro 06HapyXeHNa OLWMBOK KOMMYHUKALMN N BOCCTAHOBNEHUSA
JaHHbIX.

CepBepbl MOTYT MMETb AOCTYN KakK K TEKYLLUMM, Tak U apXMBMPOBaHHBLIM AaHHbLIM, K COBLITUAM U
aBapuiiHbimM curHanam. OPC UA MoxeT 6biTb BHeApPEeH B pasninyHble KOMMYHUKaLMOHHbIE NMPOTOKONbI, a
[laHHble MOryT GbiTb 3aKOAMPOBaHbI crnocobamu, onTMManbHbIMU MO COOTHOLLEHMI0 3MEKTUBHOCTM U
NepeHoCUMOCTU Ha apyrue nnatgopmbi.

ApXUTeKTypa, OpUeHTMPOBaHHasA Ha CepBUChHI

OcHoBHbIM otnnunem OPC UA ot OPC saensetcs otkas ot TexHonorun COM n DCOM dumpmbl Microsoft
n nepexop kK apxutektype SOA (Service Oriented Architecture - "ApxuTekTypa, opMeHTUpoBaHHas Ha
cepsucol") ¢ Lenbo obMeHa nHpopmaumern n obecnevyeHna COBMECTUMOCTU C MHOXXECTBOM PasfnyHbIX
annapaTHo-nporpaMmmHbIx nnardgopm. Moa cepsucom B OPC UA noHMMaeTcs HekoTopas
PYHKUMOHANbHOCTb, 3aKNOYEHHAsA B NPOrpaMMHOM KOMMOHEHTE, KOTOPbI MOXET ObITb
TPaAHCNOPTMPOBAH OT CepBepa K KNMEHTY nnn obpaTHO M BbI3BaH yaaneHHo. Bbi3oB cepBuca aHanormyeH
BbI30BY MeToAa B A3blkax 06 bEKTHO-OPMEHTUPOBAHHOMO NporpammupoBaHmns. MHTtepdenc mexay
knuentom OPC UA n cepepom onpegensietcsa kak Habop cepucoB. OCHOBHbIM npuHumnom SOA
SIBMNSIETCA HE3ABMCUMOCTb OT NPOrPaMMHON TEXHOMOMN, OT BbIMUCIIUTENBHON NNaTdOpPMbI, OT A3bIKOB
NPOrpaMMmMpPOBaHWNSI, OT KOHKPETHbIX NMPUINOXEHWIA, @ TaKKe OpraHn3aLms CEPBUCOB Kak criabocBA3aHHbIX
KOMMOHEHTOB 4118 NOCTpoeHus cucteM. CepBuchkl BKMOYaloT B cebs cpeacTtea ans obecneyeHus
NHpopMaLMOHHOM 6e30nacHOCTH.

Bnarogaps noctpoeHuto cepeepa OPC UA Ha ocHOBe CepBMCOB MOSIBUITACb BO3MOXXHOCTb U3MEHATb
pa3smep (MacwTtabmpoBaTb) cepBepa AN ero NCNonb30BaHUA Ha NnaTgopmax ¢ pasHbIMU
BbIYUCTIUTENBHBIMW PECYPCaMM: ANst BCTPOEHHBLIX MPUITOXEHUIA MOXET ObITb MCMOSb30BaH COKPAaLLEHHbIN
Habop cepBUCOB, Asi KOPNOPATUBHbIX CETEBbIX CEPBEPOB - NMOMHbIM Habop.

Cepsucbl OPC UA gensitesa Ha norudeckne rpynnbl [OPCI:

e cepBuCbl 6e30nacHbIX KaHaNoB;
e CepBUCHbI CeCCu B3anMOAENCTBUA NPUITOXKEHUI MO NHULMATMBE NONb30BaTers;
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e CepBUCbl AN ynpasneHus ysrnamun**. [No3sBonawT kKnneHTam obaBnaTb, MoguduLmMpoBaTb Unn
yAansiTb y3nbl B agpecHOM NPOCTPaHCTBE;

e CEepBUCbl BUOMMOCTM Y3r0B, NO3BONSAOLLME 3a4aBaTb MHAMBUAYaNbHbIE HAGOPbI BUAMMbIX Y3108
ANSA pa3HbIX KIMEHTOB;

e cepBuCbl aTpMbyTOB NO3BONAT MOANPULMPOBATL aTPUBYThI Y3MO0B;

® CepBMUCbl METOAOB, KOTOPbIE BbI3bIBAOT (DYHKLUMN, UCNIONHAEMbIE 3fIeEMEHTaMW CUCTEMBI;

e CEepBUCbl ANA MOHUTOPWUHIa Y3MOB B PEXMME MOANMUCKN. DTN CEPBUCHI NEPUOONYECKN
KOHTPONUPYIOT NEpeMEHHbIe, aTpnbyTbl U COBbITUSA, a TaKKe reHepupyT yBeOOMMAEHMS Npn
HaCTyNMeHUn 3agaHHbIX YCIOBUN;

e CEpBMCbI A4J18 OCYLLECTBNEHNSA NOANUCKN N NyBrnvkaumm yBeaoMneHun.

He3aBucumocTtb ot COM, DCOM

Otka3 ot DCOM ctan Bo3MoXeH bnarogapsi NOSiBNEHNIO HOBbIX TPAHCMOPTHbLIX MEXaHU3MOB,
ocHoBaHHbIX Ha SOAP, XML, HTTP (cm. pasgen "lNpombilunerHsle cetn n nHtepdgeincel™) n cepemncax
(cm. [MBbeH]). Bnarogaps um OPC UA no3BonsieT ocyLLecTBUTb 6e30nacHyo N HageXHY AOCTaBKy
NHopMaumm n o6begnMHUTL B 0aHOM cepBepe dyHkumoHanbHocTe OPC DA, OPC HDA n OPC A&E
cepBepoB.

Crangapt OPC UA He npegHasHadveH ans 3ameHsbl cywectsytowmnx OPC cneumdvkaumin, a JONONHAET U
paclmpseT nx BO3MOXHOCTU [Lange].

Be3onacHocTb

Ana obecneveHnsa nHpopmaumoHHon 6esonacHoctn B OPC UA ucnone3ytotcs ctaHgaptHele Web
cepBuchkl 6e3onacHocTu, Takne kak WS-Security, WS-Trust unu WS-SecureConversation [Lange].
[nana3oH BO3MOXHOCTEN CpeacTB 6€30MacHOCTM NPOCTUPAETCA OT NPOCTON ayTEHTMdUKaLNN C
NMOMOLLbIO Napons n obmeHa ungpoBLIMU NOANUCAMM 4O MOHOTO LWMMPOBAHMSA NepeaaBaeMblX
COOOLLIEHU.

OPC coobueHus B ctangapte UA nepeaatotcsa ¢ nomoLbio coobuweHnn SOAP B Buae XML TekcTa.
[MockonbKy KOgMPOBaHME U OEKOANPOBaHNE TEKCTOBOIO hopmara 3aHMMaeT LOBOMbHO MHOTO BPEMEHN,
CTaHgapT npegycmaTtpuBaeT anbTepHaTUBHbLIN CNocob npeacTtaBneHns MHopmauumn B Buge GuHapHoro
danna.

anpoc Janpoc
I
TNERNIT KIUENIRG

Koubunu-

“rr Omeaem HIG BN Omaem a1
OPCUA g il OPC Ud, % s OPC U4
KALEHT o e cepaepa cepaep
SCADA KTUENT
(oL ALY . z -

/ Onvinurosannioe U cepraep Onyviukosannoe

_I'ﬁ'L"rl'J-!'.?'.'If. Tenie h _L'l!'l!{"(]'(). Wwiehne

Puc. 9.5. OPC UA knueHT n cepep MoryT 6bITb CKOMOMHMPOBaHbLI B O4HOM NPUMOXEHUN Ans
B3anmopgenctaua ¢ gpyrumm OPC UA knneHTamm n cepsepamm

JocTtonHcTBa HOBOro cTaHAaapTa
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OcHoBHbIMK goctomHcTBamn OPC UA aenstotca [Lange]:

e peanusaums Ha A3blke nporpammmpoBaHnst ANSI C ansa obecneveHns NnepeHoCcMMOCTH Ha apyrmue
nnaTtgopmbl, BKNoYasi BCTpamBaemMble cuctemsbl. [locTynHbl Takke Bepcumn Ha .NET n Java (ot OPC
Foundation);

e OpUWEeHTauMs Ha CEPBUCbI BMECTO OPUEHTaUUN Ha 0ObEKThI, YTO No3BosnisieT ncnonb3osatb OPC UA
Ha NoObIX KOMMNbIOTEPAX, BCTPANBAEMbIX CUCTEMAX, B KOMMYHMKATOPaX U T.M. KOTOPbIE NCNOMNb3YOT
Beb-cepBuChl;

e M03BOMSET ocyLwecTBUTb MacwTabnpoBaHne OPC UA, 1.e nusmeHeHne obbema nporpaMmmbl B
3aBUCMMOCTM OT BbIYMCNUTENBHbLIX PECYPCOB Npoueccopa n Tpebyemorn yHKLUMOHANbLHOCTH.
MoxeT 6bITb BbINOMHEHA TaKXKe KOMNUALMSA B BUAE OGHONOTOYHOIO MM MHOFOMNOTOYHOTO
NPUNOXEHWS;

e nogaep:kka HageXHoro N COBPeMeEHHOro TpaHcnopTHoro MmexaHnama SOAP Ha 6a3ze XML ¢
npumeHeHmem HTTP npoTokona;

e obecneyeHne xopoLuen MHopMaLnoHHoM Be3onacHoCTY;

* KOHUrypupyembl TanmayT AN KaX4oro cepBuca;

e ucnonb3oBaHue oTkpbITbiX cTaHaapToB World Wide Web Consortium (W3C) BMeCTo 3aKpbITOro
ctaHgapta COM/DCOM.

KoHuenuua cuctembl Ha 6a3ze OPC UA

Cuctema Ha 6a3ze OPC UA moxeT cogepxaTb MHOXECTBO KITMEHTOB M cepBepoB. Kaxabi KNMEHT MOXeT
paboTtaTb napannensHo C HECKONbKUMU CepBEPaMU N Kaxabl cepBep MOXET 06CNY>KMBaTb HECKOSTbKUX
knueHToB. lNonb3oBaTtensckoe npunoxeHune (Hanpumep, SCADA) MoXeT co3gaBaTb KOMOMHMPOBaAHHbIE
rpynnbl KIIMEHTOB U CEPBEPOB AN PeTpaHCnAaunmM CooBLLEHNIN, KOTOPbIMU OHO OOMEHUBAETCS C APYTUMU
KnMeHTaMu 1 cepBepamMu, Kak nokasaHo Ha puc. 9.5.

Kauenm OPC UA (SCADA)

Hpuxnaonan

npozpamma 3anpocet  [lepenanpasnenne 3anpock
HA [OCBUIKY MOMYYEHHBIX Ha noceuiky  [lepenanpaenenue
’_‘.'dl]piJCfJB OTBETOB [1}-’6]1 HKYEeMBIX li{)JIy'lEHHblx
CEPBUCY cepeHca OTBETOBR YBEIOMIEHHTH
r
L 4 r
Hurepdeiic nprkaajnoii nporpaMmel
Kommynukayuonunii
CHIEK 3anpoc Oteer 3anpoc Oreer
OPC UA 4 4
L 4 v
K Or K Ot
OPC UA OPC UA OPC UA OPC UA
cepsepy cepeepa cepeepy cepeepa

Puc. 9.6. CTpykTypa KnueHTckon nporpammel B ctaHgapte OPC UA

KnuenTtom npu B3aumogenctaumn ¢ OPC cepBepom aBNSeTCA NpuknagHasa nporpammMa, Hanpuvep,
SCADA. CTpyKkTypa KnueHTa nokasaHa Ha puc. 9.6. KnneHtckasa nporpammMa BbINOSIHAET 3anpocChl
cepsucoB OPC cepsepa Yepes BHYTPEHHUN NHTEPMENC, KOTOPbIN ABAAETCH N30NUPYIOLLEN NPOCITONKON
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Mexay nporpaMmont U KOMMYHUKaLMOHHbLIM CTEKOM. KOMMYHUKALIMOHHBIN CTEK KOHBEPTUPYET 3anpochl
KMMEHTCKOW NpUKNagHou nporpamMmbl B COOGLLIEHMS ANsi BbI3oBa HEOOXOAMMOro cepBuca, KoTopble
nocbinaet cepeepy. [Mocne nonyyeHns OTBETa Ha 3anpoCchbl KOMMYHMKALMOHHbIN CTEK NepeaaeT ux B
KMMEHTCKY0 NporpaMmmy.

Crtpyktypa cepsepa OPC UA npeactasneHa Ha puvc. 9.7. Mogynu Beoga-BbiBoaa, MK,
WHTEenmeKTyarnbHble YCTPOMCTBA 1 NporpamMMbl, KOTOpble MOryT NOCTaBNATb AaHHble Yepe3 OPC cepsep,
0603Ha4veHbl Ha puc. 9.7 kak "peanbHble 00bekThl". CepBepHOe NpunoxeHne npeacrasnsieT cobom
NporpaMMHyto peanusaumio QyHKLNA, KOTopble OOSMKEH BbINOMHATL cepeep. Baanmogenctesne OPC UA
cepBepa C KNMEHTOM BbIMOMHAETCA Yepes NHTepdenc NnpuknagHomn nporpaMmmel (puc. 9.7), nytem
OTNpaBneHns 3anpocoB 1 NosyYeHnss OTBETOB.

AppecHoe npocTtpaHcTBo OPC cepBepa npeacraBnsaeT cobom MHOXECTBO y3MN0B, AOCTYMNHbIX KIMMEHTCKON
nporpamme ¢ nomoubto cepamncos OPC UA. "Y3nbl" B aapeCcHOM NpOCTPaHCTBE UCMOMb3YHTCH, YTOObI
NpeacTaBUTb pearnbHble 06beKTbl, MX OnpeaeneHns n NnepekpecTHble CCbifku. B agpecHom
NPOCTPaHCTBE BblAenseTcs NoAnNpoOCTPaHCTBO Y30B, KOTOpble cepeep AenaeT "suanmMeiMn” ong
KnueHTa. Buammble yanbl opraHn3yroTcs B BUAE nepapxmyeckomn CTpyKTypbl, 4N yaobcTea HaBuraumm nx
KIIMEHTCKOW NporpaMmmon.

OBMeH faHHbIMKU MeXAay KIMEHTOM U CepBEPOM MOXET BbINOMHATLCA Kak NyTeM Nofy4YeHUs1 MTHOBEHHbIX
OTBETOB Ha 3anpockl, Tak U Mo cxeme "usgarenb-nognucynk”. Bo BTOpoM crnyyae KnneHTckasa nporpamma
OCyLLeCcTBNSAET "NOANMCKY" Ha NonyyYeHne onpeaeneHHblX JaHHbIX, KOTOpble cepBep AomKeH byaeT
npefocTaBUTb NO Mepe UX nosieneHus. [ng peanusauum pexuma nognuckn cepeep OcyLecTBngeT
HenpepbIBHbIN KOHTPOMb (MOHUTOPMHN) Y3510B M COOTBETCTBYIOLLMX UM pearibHbIX 06bEKTOB C LieNbto
obHapyxeHusa nameHeHun. MNpn obHapyXeHUM N3MEHEHWUI B AaHHbIX, COOLITUSX NN aBaPUNHBIX
curHanax (anapmax) cepBep reHepupyeT yBe4oMIIeHMEe, KOTOPOe NepeaaeTca KNMeHTy no KaHany
NOAMUCKN.

OPC UA ponyckaeT obmeH mexay AByms cepsepamMu. [1ns aToro oguH u3 cepBepoB BbICTYNaeT B ponu
KNueHTa, BTOPOM - B ponn cepeepa. Takum 06pazom MOXHO COEAUHUTb HECKONbKO CEPBEPOB LIEMOYKON,
npy 3TOM KaXXabl U3 HUX ByaeT BbICTynaTb C OOHOW CTOPOHbI LENOYKM B KQYECTBE KIMeHTa, C ApYromn
CTOPOHbI - B Ka4eCTBe cepBepa, Kak nokasaHo Ha puc. 9.5.

Ana sawuTbl yxxe caenaHHbix nHsectuumn B OPC Ha 6a3e DCOM opraHmsaumna OPC Foundation
paspaboTana cTpaTernio nepexoga Ha HOBYH TeXHOSormo ¢ npumeHeHem " UA-060mno4kn”, kotopas
Aonyckaet obMeH AaHHbIMKM MeXay CTapbiMU 1 HOBbIMW NpoAykTamu. Takaa 06onodka no3Bossier,
Hanpumep, DCOM OPC cepsepy pabotatb ¢ OPC UA knneHToM, 1 HAao60poT.
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Puc. 9.7. CtpykTypa cepBepa B ctaHaapte OPC UA

*PobacTHOCTb - HEYYBCTBUTEJIbHOCTb aHHbIX K MOMeXaM, c60sM, BblYMCNUTENBHBLIM OLLIMOKaM.

**Y3en - npegcTaBrneHne o6beKkToB, X ONpeaeneHnin U NepekpPecTHbIX CCbINTOK B aApeCHOM
npoctpaHcTBe cepsepa OPC UA.

9.2.5. OPC DA cepBep B cpeae MS Excel

Microsoft Excel siBnsieTcst xopoluen cpeaon onsa paspaboTku HECNOXHbIX CUCTEM aBToMaTu3aumm
BGnarogaps TOMy, YTO OH COAEPXUT YAOOHbIVM NoMNb30BaTeENbCKUA MHTEpPdEnC Ans o6paboTkm AaHHbIX,
ANSA NOCTPOeHUs rpadduKoB, BCTABKU PUCYHKOB, BbIMOSTHEHNA aHMMaumm 1 T. N. [Sanchez]. OH coaepXuT
Takke BCTPOEHHbIE 3reMeHTbl yNpaBreHus (packpbiBaloLLMeCcs CNUCKK, "pagnokHonkn", "yek-60okebl" u .

n. [KysemeHko]). Excel nossBongaeT caenatb cneynanm3mpoBaHHbI NOMb30BaTeNbCKUA MHTEPdIENC, He

ycTynatowmi no gusanHy npogeccmnoHanbHeiM SCADA-naketam. OcobeHHO yaobHbIM ABNsSieTCA NpocToe
COXpaHeHne BbINONHEHHOW paboTbl B dhansn.

Hepoctatkom MS Excel siBnsietca H1u3koe 6bICTpoaencTBME NpuU 3annucn AaHHbIX B A4EKM Tabnuubl 1
otcytcTBune B VBA BO3MOXHOCTM BbINOMHEHUS 3a4a4 B HECKOMbKUX NapannenbHbix notokax. VBA
BkntoyaeT B cebs Visual Basic n gononHuteneHble doyHKuuKn, obecnedmnsatome paboTy C NPUNoOXeHneM,
Hanpumep, ¢ syerikamm MS Excel unu ¢ naparpacdamm MS Word. Mbl pekomeHayem ncnone3osatb MS
Excel Tonbko ans npumeHeHui, ncnonbayowwmx He 6onee 10...30 TeroB npu nepuoge nx onpoca He
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mMeHee 1 ¢. OgHako 3TO KacaeTcs TOMNbKO onepaunin B s4enkax n guHaMmm4eckoro ooHoBneHus rpadmkos
N He pacnpocTpaHsaeTca Ha 06paboTKy AaHHbIX cpeacTBamm a3bika VBA.

BoamoxHocTb pabotel MS Excel (1 gpyrux npunoxenun Microsoft Office) c OPC cepsepom
obecneunBaetcs bnarogaps Tomy, 4to Visual Basic, Bxogawmn B coctaB MS Excel, nogaepxmsaet
TexHonoruno Automation (OLE Automation) dpupmbl Microsoft. CyTb Automation coctont B TOM, 4TO
OHa No3BONAET O4HOMY NMPUMOXKEHUNIO (KNMEHTY) NCNOMb30BaTb O6BLEKTHI APYroro NpUIoXeHus (cepeepa).
MpuMeHNTENBHO K 3a4a4e NPOMbILLSIEHHON aBTOMaTU3aLUMM 3TO O3HAYAET, YTO NPUINOXKEHNE-KITNEHT
MOXeT ncnonb3oBaTb 06bekTel OPC cepBepa, KOTOPLIN, B CBOK ovepeb, MOXET nony4yaTb AaHHble U3
du3nyeckoro yCTpomcTBa Unm 3anuncbiBatb UX B HETO.

Automation nossonset ucnonb3osatb B cpege MS Excel Takke o6bekTbl APYrnX NPUNOXEHUN,
Hanpumep, ActiveX o6bekTbl, 06bekTbl MS Word, Outlook Express n ap. IHTepdernc Automation
nossonsieT ncnone3osatb OPC cepBep ¢ NOGLIMU APYrMMU NPUNOXKEHUSMN, UMEIOLLMMN BCTPOEHHbIN
Visual Basic for Application.

OPCServer
L Koanexums OPCBrowser
OPCGroup
Komnexuma
OPCltem

Puc. 9.8. Mepapxna o6bekToB nHTepderica Automation

O6bekThl, focTynHble B MS Excel Yepes nHtepdenc Automation, BuaHbl B cnvcke oobekToB "Object
Browser" B meHto "View" Microsoft Visual Basic, koTopbIi oTKpbIBaeTcs 13 nyHkta meHto Cepsuc/Macros/
PepakTop Visual Basic B Excel 2003 n 6onee ctapbix Bepcusix, unu B MeHio "Pa3pabotumk/Visual Basic"
B MS Excel 2007.

Ana nogkntoveHna OPC cepeepa k MS Excel cHadana HeobxoaumMo MHCTanmMpoBaTb Ha KOMMNbOTepe
OPC cepgep. CtaHgapTHbin OPC cepBep aomkeH permctpmpoBaTbes B peectpe Windows
aBTOMaTU4YeCKN. 3aTeM HYXXHO OTKPbITb NYHKT MeHto Tools/References B peaaktope Visual Basic, HanTu B
cnvcke "Available References" n otmeTuTb rano4kon ccoiiky Ha nms OPC cepeepa. [ocne atoro B
cnucke obwekToB "Object Browser" noasnsertcs cnmcok o6bektoB OPC cepBepa 1 X MOXHO
ncnonb3oBaTh Mo obLWmM Npasunam nporpammupoBaHus Ha Visual Basic. bonee nogpo6Ho o pabote ¢
obbektamun OLE Automation MOXXHO 03HAKOMUTBLCSA B PyKOBOACTBAX NO NPOrpaMMmMpoOBaHuI0, Hanpuvep,
[Ky3bMeHkKO].

Ha puc. 9.8 nokasaHa nepapxusi o6bektToB, npegoctaBnsemMbix nHtepdericom OPC Automation.
OnuncaHne CBONCTB U METOA0B KaXKaoro o0bekta MOXHO HanTK B okymeHTax [Data, OLE]. 3HaveHune
AaHHbIX, CYNTAHHbIX U3 YCTPOWMCTBA BBOAA, NApaMeTp KayecTBa AaHHbIX M BpEMEHHAasi METKa XPaHATCA B
obbekte OPCltem. Heckonbko OPCltem moryT coctaBnsitb konnekuuio [KyssmeHko]. Konnekums - ato
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TepmuH VBA, oHa npegctaBnseT cobon rpynny CBsi3aHHbIX O6EKTOB, KaX bl U3 KOTOPbIX Ha3blBaeTCA
3MEMEHTOM KOMNMNEKLUMN 1 MOXET ObITb Bbi3BaH Mo ero nHaekcy [Kyssmerko]. Kaxagas konnekums nveet
csoricTBo Count, KOTOpoe NO3BONSAET NOACYUTATb KONIMYECTBO MEMEHTOB.

O6wbekT OPCServer npegcrtasnset cobon aksemnnsap OPC cepBepa. 3TOT 06bEKT AoMmKeH ObiTb CO3aaH
[0 TOro, Kak ByayT yCTaHOBMEHbI CCbINkU Ha Apyrne obbekTbl. OH cogepxuT konnekumto OPCGroups n
cosgaet 06bekt OPCBrowser, koTopbivi ncnonb3yetcs B OPC knneHTe Ans nocTpoeHus HaBuratopa
TEeros.

Paccmotpum npumep yteHus 3HavyeHus Tera ns OPC cepepa B sveriky nucta MS Excel. CHavana
Heobxoaumo cosgaTb moaynb B Visual Basic, Bxoadwem B coctaB MS Excel. B 3aronoske mogyns
obbaBnsTcsa nepemenHble Server n Group kak umetowme Tun OPCServer u OPCGroup
COOTBETCTBEHHO, C obnacTbto BuagnmocTtu Public (cTpokn 1 n 2 B nucture 1):

INucTunr 1. NogcoegunHenne k OPC cepsepy

1 Public Server As OPCServer

2 Public Group As OPCGroup

3 Sub Connect()

4  If Serverls Nothing Then

5 Set Server = New OPCServer

6 EndlIf

7 If Group Is Nothing Then GoTo noGroup
8  Set Group = Nothing

9 noGroup:

10 Server.Connect "NLopc.server”

11 Set Group = Server.OPCGroups.Add("RLDA")
12End Sub

MepBbiM aenom HyxHo co3gaTtb cBa3b MS Excel ¢ OPC cepsepoM. [Ins 3Toro ncnonb3yeTtcs npoueaypa
Connect() (ctpoka 3). [ins Toro, 4Tobbl He Cco3AaBaTb HOBble OOBHEKTbI, ECIIM OHU YXKEe CYLLECTBYIOT,
Ncnonb3yeTcsa NpoBepka CyLecTBoBaHNA obbekTa Server (CTpoka 4) U eCnv OH He CyLLEeCTBYET, TO
C0303aeTCsl HOBbIV ONepaTopom

New (cTpoka 5).

AHanornyHo noctynatot ¢ o6bekToM Group (cTpoka 7). Ecnn o6bekT He CyLecTByeT, TO NePexXoasT K
meTke noGroup:, 3a KOTOpPoW Bbi3biBaeTcst MeToq Connect o6bekTa Server, KOTOPbI OCYLLECTBAET
coeanHeHwne c cepsepoM "NLopc.server” (B aTom npumepe ncnonb3osaH OPC cepsep Nopc,
www.ReallLab.ru). [Janee cosgaetcsa HoBasi 06bekTHasa nepemeHHasa Group n pobasnsetca metogom Add
B konnekunto OPCGroups ¢ nobbim nmeHem, Hanpumep, "RLDA". Ecnn o6bekT Group cyLiecTByeT, TO
ero cHavana ygansatot (cTpoka 8), 4Tobbl He NpoBepATb, OTKYAa OH MOSABUIICH, 3aTeM CO34al0T 3aHOBO
(ctpoka 10, 11).

Mocne BbINONHEeHWs Npoueaypbl MMCTUHrA 1 MOXHO NpodnTaTh AaHHble n3 OPC cepsepa. Mpumep
YTEHUSI AaHHbIX UIIIOCTPUPYET JIUCTUHT 2.

[MpeanonoXum, YTo HYXXHO cYUTaTb AaHHble Tera, yka3aHHoro Ha puc. 9.1. Ero nms npucsavsaiot
nepemeHHon tagname (ctpoka 7). Janee nmsa tera Hy>xxHo [06aBUTb K konnekunn OPCltems ¢ NOMOLLbIO
meToaa Addltem (ctpoka 8). BTopon nepemMeHHON nocrne NMMeHn Tera SABfsieTcs HoMep Tera B Konnekuuu.
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Mocne aToro o6bLEKTHYIO NepeMeHHY0 anltem accouuunpytot ¢ obbekToMm ltem, nverowmnm NopsaaKOBbLIN
Homep 1, nog aTum Homepom B konnekuuto OPCltems 6bin go6aBneH Haw Ter.

O6bekT anltem nmeet metog Read, kOTOpbI NO3BONSET NPOYECTb NAapamMeTpbl MHTEPECYHOLLLEro Hac Tera:
3HaveHune Value, kayectBo Quality n BpemeHHyto metky TimeStamp (ctpoka 10).

[Mocne yTeHnsa aTux nepemMeHHbIx (CTpoka 10) nx 3HayeHus 3anucbiBatoTCca a4erku nucta Excel ¢
nmeHem Jlnct1, Haxoaswmecsa Ha nepeceveHmmn 10-i, 11-n n 12-i cTpokm ¢ 5-m ctonbuom. PyHKUMA
DoEvents Heobxogmma ang Toro, 4Tobbl Excel mor o6pabaTteiBatb Apyrne cobbiTus, npoucxogsiime B
cucteme, korga npoueaypa Read() ncnonbsyetcs B LMKNe.

MNMocne nonyyeHus aaHHbIx oT OPC cepBepa Ter Hy>KHO yaanuTb u3 Konnekumun. [Ing aToro HaxoasT ero
ykasaTerb ¢ nomoLubto metoga ServerHandle (ctpoka 15), 3atem ygansiot n3 konnekumn OPCltems
meTogom Remove. [lanee ygansitot accoumanmnio 06bEKTHON NepeMeHHon anltem ¢ peanbHbIM 06bEKTOM
(ctpoka 17).

INucTunr 2. Ytenune ganHHbix n3 OPC cepBepa

1 Sub Read()

2  If Server s Nothing Then Exit Sub

3  If Group Is Nothing Then Exit Sub

4  Dim serverHandles(1) As Long, Errors() As Long

5 Dim tagname As String, anltem As OPCltem

6 Dim Value, Quality, TimeStamp As Variant

7  tagname = "NL8TI|.Laboratory32.Top.Vin4"

8 Group.OPCltems.AddIltem tagname, 1

9  Set anltem = Group.OPCltems.ltem(1)

10 anltem.Read OPCCache, Value, Quality, TimeStamp
11 Jluem1.Cells(10, 5).Value = Value

12 Jlucm1.Cells(11, 5).Value = Quality

13 Jlucm1.Cells(12, 5).Value = TimeStamp

14 DoEvents

15 serverHandles(1) = anltem.ServerHandle

16 Group.OPCltems.Remove 1, serverHandles, Errors
17 Set anltem = Nothing

18End Sub

YnpoueHHbIn uHTepdenc EasyAccess

OnucaHHag npouenypa pabotsl ¢ OPC cepBepoM xopolua, korga Ha ocHoBe Visual Basic genaerca
yoobHas 3akasHasa nporpammMa 1 HyXHO MCnonb3oBaTh Bce 6oratcTBo Bo3MoxHocTen OPC cepsepa.
OpHako ansa 6bICTPOro NonyvYeHnsa AaHHbIX NPU NPOBEAEHNN HECINOXHOIO 3KCNEPUMEHTa NPUMEHEHNE
OPC cepBepa HeonpaBgaHHO CIOXHO. B aTnx cnyvasax MOXHO Mcnonb3oBath ynpoleHHbIi COM obbekT
EasyAccess [[leHnceHko], nogpobHo onncaHHbIn Ha BebcanTe ReallLab!. [1na toro, 4tobbl cuntaTth n3
OPC cepBepa 3HayeHue Tera, Hanpumep, "NL8TI.Laboratory32.Top.Vind" (cM. nNCTUHT 3), 4OCTATOYHO
nocne o6bABNEHNA NepeMeHHbIX co3aaTtb 06bekT coyHKumen "CreateObject" (cTpoka 5) n cpasy nocne
3TOro Nony4YnTb 3Ha4YeHue Tera (cTpoka 7). CTpoka 8 3anucbkiBaeT 370 3Ha4YeHue Ha nucT Excel B auenky
(7, 6).

NuncTudr 3. MNpumeHeHue ynpouleHHoOro nHTepdernca EasyAccess
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1Sub OnReadTag()

2 Dim obj As Object

3 Dim val As Variant

4 Dim tag As String

5 Set obj = CreateObject("NLopc.console")
6 tag = "NL8TI.Laboratory32.Top.Vin4"

7 obj.GetTagValue tag, val

8 Jlucm1.Cells(7, 6).Value = val

9End Sub

[na 3anucu gaHHbIX B hmsmnyeckoe yCcTponcTBo BMeCTO byHKUumm obj.GetTagValue ncnonbaytot
obj.SetTagValue.

MNMocTpoeHue rpadumkos, 06paboTka NoMyYeHHbIX aHHbLIX BbINOMHAKTCA 06bl4HbIMK cpeacTBamu Visual
Basic [Ky3bmeHko].

9.2.6. NpumeHeHne OPC cepBepa ¢ Matlab n LabVIEW

B MatLab, HaunHas ¢ Bepcum 7, BxoguT naket OPC Toolbox, nogaepxusatowmin OPC cepBepbl Bepcumn
v2.05a. OH cogepxuT Takke bnoku Simulink gna odbmeHa gaHHbiMu ¢ OPC cepBepamn. AHanormyHo,
LabVIEW, HaumMHas ¢ Bepcun 7, Takke MMeeT BCTPOEHHYH0 nogaepxky ctaHgapta OPC.

Bonee paHHune Bepcun MatLab n LabVIEW He nogaepxumsator OPC, ogHako nogaepxwusatotr OLE
Automation. [ins paboTbl ¢ TakMmmn nporpaMmMmammn MoXxHoO ncnornb3oBatb 06bekT OPCWrapper.Service,
pa3paboTaHHbIn ReallLab! (www.RealLab. ru) n npegcrasnstowmin cobon bydep, npeobpasyroLmm
cTtaHaapTHble Bbi3oBbl OPC B ctaHaapTHble BbizoBbl OLE Automation. [1ns ncnonb3oBaHunsa obbekTa
OPCWrapper.Service cHayana cosgalT coeMHeHEe C HUM C NMOMOLLbIO CTPOKK (B cpeae MatLab)

wrapper = actxserver(' OPCWrapper.Service'),

3aTeM MNOAKITIYaT 0OBLEKT K CepBepy:

invoke(wrapper,'OpcOpenServer','NLopc.Server',"),

rae BmecTo "NLopc. Server" moxHO ncnonb3oBatb nma nioboro OPC cepepa.

3HayeHue Tera, Hanpumep, "NL8TL.Vin1" yutatoT ¢ nomoLubto dyHKUMK invoke n3 naketa MatLab:
value = invoke(wrapper,'OpcReadltem’,'NL8TI.Vin1').

3anunck B omamyeckoe YyCTPONCTBO AMCKPeTHOro 3HadveHus "1" tera "NL8TI.Bit.Dout0" BbinonHsieTcs
aHanorn4yHo:

invoke(wrapper,'OpcWriteltem','NL8TI.Bit.Dout0',1).
OTcoeqmHuTb OOBLEKT OT CepBepa MOXHO criegyowmmM obpasom:
invoke(wrapper, 'OpcCloseServer’).

Mocne atoro coeanHeHne ¢ o6bektom OPCWrapper.Service HeobxoaMmo 3aKpbiTh:
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release(wrapper).

Mpumepsbl paboTbl naketa MatLab ¢ dousnyeckumm ycTtporncTBamm MOXHO HAWTK Ha canTe
www.ReallLab.ru, a Takke B pabote [Gregal.

9.1. pa3BuTre NporpamMMHbIX cpeacts  9.3. cucteMbl NporpaMmMmMpoBaHns Ha
aBTOMaTU3aLuun A3blkax MaK 61131-3

1 ApxuTekTypa cucTemsl

2 [1poMbILLIIEHHbIE CETU U MHTEPdENCHI

3 3awmTa oT nomex

4 3mepuTenbHble KaHarbl

5 MAO-perynatopbl
6 KoHTponnepsbl

7 ABTOMaTK3auUust ONacHbIX 00beKkToB

8 AnnapaTHoe pesepBupoBaHue

9 lNporpammHoe obecneyeHne

o 9.1 PasBuTtre nNporpaMmMHbIX CPeacTs

o 9.2 OPC-cepBep

o 9.3 Cuctembl nporpammmpoBaHms M3IK 61131-3
9.4 SCADA-nakeThl
o 9.5 3akntoyeHne

o

Jlnteparypa
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