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OPC UA n OPC DA: cpaBHeHUe CTaHOApPTOB, OCOOEHHOCTU U
npUMeHeHune

OPC (Open Platform Communications) — aTo cemMencTBo cTaHAapTOB, NPeAHa3Ha4YeHHbIX Ana obmeHa
AaHHLIMW MEXAYy YCTPONCTBAMW U MPUITOXKEHUAMUN B MPOMbILLSIEHHOW aBTOMaTn3aumm. 3Tn cTaHaapThbl
UrpatoT BaXkHyo porib B 06ecrnevYeHnn CoBMecTMMocT 06opyaoBaHMs 1 NporpaMMHOro obecneveHns
PasnuYHbIX MPON3BOANTENEN.

OPC cTtangapTbl Ccnonb3ylTcsa Ans nHterpaumm obopyaosaHmna B Takne cuctemsl, kak SCADA, DCS,
MES v gpyrue, 4To NO3BONSAET YNpaBnsiTb U MOHUTOPUTL NPON3BOACTBEHHbIE MPOLIECCHI B pEXUME
peanbHOro BpEMEHMN.

OcHoBHbIe npoTtokonbl OPC

B Teuenve gecatunetuin ctaHaaptel OPC passuBanuch 1 paclumMpsnunck, YTobbl yaoBNeTBoOpsTh
MEHSIIoLLMECs NOTPeBGHOCTM B NPOMBILLIIEHHON aBTOMaTU3aLNK:

Cranpapt
OPC OnucaHue
OPC DA CambIn pacnpoCTpaHEHHbIN CTaHAapT, KOTopbi obecneynBaeT 0bMeH AaHHbIMUY B

(Data Access) peanbHOM BpeMeHM C Taknmm yctponcTeamu, kak MNIK, PCY, UMW un YITY.
OPC HDA

(Historical [ocTyn K cCOXpaHEHHOW MHOopMaLMN U UICTOPUYECKUM OaHHbBIM.

Data Access)

OPC AE y

(Alarms & OnoBseLyaeT 0 pasnnyHbiX cobbITUSAX, BKITOYAs aBapun, 4EeNCTBUSA onepaTtopa u
NHOPMaLNOHHbBIE COOBLLIEHNS.

Events) dopmayy t

OPC Batch I'Io,u,p,epx(l(a yrnpaBneHuna npoueccamMmm Ha OCHOBE LLaroB 1 peuenTtyp B
npon3BoaCcTBEHHbIX CUCTEMAX.

OPC DX ObecneuvnBaet obmeH aaHHbIMK Mexay OPC-cepBepamun yepes Ethernet,
(Data co3faBasd BO3MOXHOCTb B3aMMOAENCTBUS MeXAY YCTPONCTBAMU U NPOrpaMMHbIM
eXchange) obecneyeHneM pasHbIX NPOU3BOAUTENEN.

OPC Security OnpeaensieT cnocobbl ynpaBneHusa 4oCTynoM KnNneHToB K AaHHbIM OPC-cepsepa.

(C))(T\/ICL-)I(DI\glt_e;DA Mpeanaraet rmbkunin opmart obmeHa gaHHbIMK ¢ ncnons3oBaHnem XML, SOAP u

HTTP, perynupyembii 3agaHHbIMU paBunamMu.

Access)

OPC Complex JononHeHnsa k OPC DA n XML-DA anst paboTbl CO CNOXHbIMW TUNaMW AaHHbIX,
Data BKMoYasa GuHapHble cTpyKTypbl 1 XML-OOKYMEHTbI.

OPC NHTepdenchl onga ngeHtudukaumm, nepegadm n KOHTPoNs KoMaHzg, BbINONHAEMbIX
Commands B KOHTposnnepax unm mMogynsax BBoga-sbisoga.

OPC UA c 6

(Unified amasg coBpeMeHHas creunukaums, obecneymsaroias KpoccnaatgopPMeEHHYHO

. COBMECTUMOCTb, He 3aBucsLas ot texdHonornn Microsoft COM.
Architecture)
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dsonouuda n Pazsutne OPC: Ot OPC DA k OPC UA

B koHue 1990-x rogos nosisuncsa nepsbii ctaHaapT OPC, nssectHoii kak OPC DA (Data Access). 9ToT
ctaHgapT 6bin ocHoBaH Ha TexHonornn Microsoft DCOM un npegHasHayeH gns obecneyveHuns goctyna K
AaHHbIM B peanbHoMm BpemeHn. OPC DA oGecneunBan nNpocTyto 1 yaobHY0 CBA3b MeXay YCTpOoMCTBamMu
1 NPOrpamMMHbIMKN NPUSTOXKEHUSIMW, YTO caenano ero NonynsipHbIM BbIBOPOM B CUCTEMaxX aBToMaTmM3aunm
n ynpaeneHusa. OgHako, HeCMOTps Ha cBon goctonHcTea, OPC DA obnagan psagomM orpaHnMYeHun, Takux
Kak 3aBMCUMOCTb OT nnatcopmbl Windows 1 oTCyTCTBME BCTPOEHHON NOAAEPKKM Be30MacHOCTMW.

B oTtBeT Ha aT1 orpaHmyeHus B 2006 roay 6bin paspabotan ctaHgapt OPC UA (Unified Architecture).
[MpoTOKON YHUOMUMPOBAHHOW apXUTEKTYPbI CTasn 3Ha4YUTENbHbIM Larom Bnepea, NpeaocTasmnB
nnaTgopmMoHe3aBNCUMbIN MPOTOKON C Bonee CroXHOM 1 TMBKOM apxXuTeKkTypon. B oTnuune ot cBoero
npeaLwecTBEHHUKA, COBPEMEHHbIN CTaHA4apT ANs aBTOMaTu3aunm NoOAAEPXKMBAET pasfnnyHble
onepaumoHHbIE CUCTEMbI U annapaTHble apXMTEKTYpPbI, YTO AenaeT ero ropasao 6onee yHMBepcanbHbIM.
Kpome Toro, OPC UA npegnaraet yny4leHHble yHKLMM 6e30nacHOCTH, BKoYas WwWngpoBaHme m
ayTeHTMdUKaLMIO, a TaKkkKe NogaepXKy bonee CrnoXxHblx Mogenen gaHHblX, YTO 0COH6EHHO BaXXHO As
WHTEerpauumn ¢ COBpeMEHHbIMU MHPOPMALNOHHBIMK cnuctemamm n IHtepHetom Bellen (loT).

NpumeHeHne OPC B NpOMbILISIEHHOCTHU

B aHepreTtuke, Hanpumep, OPC ctaHaapTbl NPUMEHSATCA AN yNpaBneHUs 1 MOHUTOPUHIA CHOXHbIX
CUCTEM, TakuX Kak reHepaTopbl, TpaHC(OpMaTopbl, CUCTEMbI pacnpeaeneHns 3Heprum 1 CUCTEMbI
ynpasnexus 3gaHmsamn. B atux cuctemax OPC nomoraet obecneymBatb HageXHbIi OOMEH JaHHbIMM,
HeobxoaMMbIN Ans nogaepXaHus ctabunbHon paboTbl 060pyaoBaHMS U NOBbILEHUS 3EEKTUBHOCTH
yrnpaBneHusi 3Hepropecypcamu.

TexHonornto OPC valle Bcero ncnonb3yroT ana obmeHa gaHHbIMKU Mexay koHTponnepamu n SCADA
CUCTEMOMW, HO OHa TaKXKe MOXET NPUMEHATLCS ANA CO34aHMs CNOXHbIX CUCTEM Ha PasfNYHbIX YPOBHSIX
aBTOMaTU3NPOBAHHbIX CUCTEM YyNpaBreHnsa TexHonorndeckumu npoueccamm (ACY TM).

OPC BkrnoyaeT gBa OCHOBHbIX KOMMOHEHTA: KNUeHT u cepeep. CepBepHasa 4YacTb Yepes apansepbl
B3aMMOAENCTBYET C yCTPOMCTBaMM NO MOMNEBLIM LUMHAM, 3anpaluvBas AaHHble, a KIIMEHTCKasa YacTb,
06b14HO BcTpoeHHas B SCADA cuctemy, nony4yaet n obpabatbiBaeT 9TU JaHHbIE.

B ACY npeanpusaTUA MOXHO BbIAENIUTb HECKOJNbKO YPOBHEN:

YpoBeHb OnucanHune
HwxHuin
[MoneBble WKWHbI U OTAENbHbIE KOHTPOSNEPbI
YPOBEHb
Cpeaniz LlexoBble ceTu
YPOBEHb
%./IEIOBeHb ACY Pabota cuctem Tvna SCADA
YpoBEHb YnpaBneHue npunoxeHnsaMn ans ynpasneHnsa pecypcamn npeanpuatus, Takumm
ACYI kak ERP n MES
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Kaxxabin 13 aTnx ypoBHen MOXeT B3anmogerncteoBaTb ¢ OPC-cepBepoM, KOTOPbIN NepeaaeT AaHHbIe
KNMeHTaMm, pacnosnioXXeHHbIM Ha Bonee BbICOKMX YPOBHSAX UM COCEAHMM yCTponcTBaMm, obecnevmBas
LEeNOCTHOCTb MHPOPMALIMOHHOIO 0B6MeHa 1 onepaTMBHOE yrnpaBneHue.
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MES, ERP |

® IPC2U | opcaiient
Ethernet
K | DCOM
SCADA
OPC Server |«
Profinet Maodbus TCP
MNaK NnAK
Profibus DP Modbus RTU
Laraui Jarquu

Cxema TexHonorum OPC

ARM
Onepatopa

OPC Server
MK
_ SCADA
OPC Client
\ QPC Server
Ethernet
HoS OFC Client
QOPC Server
MK
Frofibus DP
Moayne B-8 Modbus RTU
Jarduk Jdaryuk

VpoBeHE 0nepaTopcKoro yIpasiaeHH:s

OPC Client
i

VpoBeHE AR TOMATHZAITIH
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Pa6orta OPC DA cepBepa

OPC DA cepsepbl (Data Access) urpatoT KIo4eByto posb B MPOMBbILLIIEHHbBIX CUCTEMaX aBToMaTusauuu,
obecneuymBasi nepeaady AaHHbIX B pearibHOM BPEMEHMW OT YCTPONCTB U KOHTPOMSIEPOB K KIMMEHTCKUM
npunoxeHmsam, Takum kak SCADA cuctembl. OcHoBHoM npuHumn pabotsl OPC DA cepBepa 3aknto4yaeTcs
B ucnornb3oBaHun TexHonorun Microsoft DCOM gnsi opraHmsaumm cBa3m mexay obopyaoBaHUeM v
nporpammMmHbiMn npoaykTamu. Cepeep cobmpaeT AaHHbIe C pasnnYHbIX MPOMBbILLSIEHHbBIX YCTPOUCTB,
Bkntoyas MNJ1K, gatynkm n ucnonHuTenbHble MeXaHNU3Mbl, NOCMe Yero 3Tn AaHHble obpabaTbiBaloTCA U

nepenarTca KrnneHTam B peXXnmMe pearibHOro BpemMeHu.

Mpouecc pa6boTbl OPC DA cepBepa MOXHO pa3fennTb Ha HECKOSIbKO 3TanoB:

1. C6op paHHbix: OPC DA cepBep nogkrnovaercsa kK 060pyaoBaHuIo Yepes ceTeBble MHTepderncol unm
annapaTHble NopTbl, YTOObI CYMTBLIBATb NOKa3aHMSA OATYMKOB M JaHHbIE C KOHTPOMNEpPOB.
2. Obpabotka aaHHbIx: CepBep obpabaTbiBaeT NOMyYeHHbIe AaHHble, BbINOMHASA NpeaBapUTeNnbHYO

unbTpaumio, KOHBEPTALMIO UM arperMpoBaHne B 3aBUCUMOCTU OT HaCTPOEK.

3. Mepepayva pgaHHbIX: ObpaboTaHHble AaHHbIE NEPEAAOTCA KNMEHTaM Yyepes CTaH4apTHbIe
NHTEpPdENCHI, YTO NO3BOMSET onepaTopamM U Apyrmm cucteMmam ynpasneHnsi CBOeBPEMEHHO

pearnpoBatb Ha SMEHEHUA B NnpoLlecce.



OPC DA cepBepbl LLMPOKO UCMOMb3YOTCH B NPOMbILLIIEHHOCTM Bnarogaps cBoen HagexHocTn. OgHako

nx pabota orpaHuyeHa onepaunoHHon cuctemon Windows, 4To HaknagbiBaeT onpeaeneHHble
OrpaHNYeHns Ha UX NPUMEHEHNE B YCNOBUSIX, TPEOYHOLLMX KPOCCNNIaT(POPMEHHbIX PELLEHUN.

OPC DA cepBep obecneynBaeTr obMeH AaHHbIMU MEXAY KNMEeHTCKON nporpammon (Hanpumep, SCADA

CUCTEMOW) N KOHEYHbIMUW YCTPONCTBAMMU, BbINOMHAS onepauum 3annucu n ytenns. adHsie B OPC

npeacTasneHbl B BUAE NepeMEHHON, Ha3blBaEMOW TEroM, C onpeaerieHHbIMM CBOMCTBaMU. Tern MoryT

ObITb pa3ninvyHbIX TMNOB AaHHbIX, NoAAepPXNBAaeMblX OLE, Bknto4as uUenble 1 BEWECTBEHHbIE Yncna,

nornyeckune 3HadeHus, CTPOKW, Aatbl, MaccuBbl U Apyrue.
OCHOBHbIe CBOMCTBA TeroB BKIHOYaloOT:

o Tekyulee 3Ha4yeHWe, TUM AaHHbIX U NpaBa AocTyna (4TeHne n/unu 3anuck).

e KauyecTBO gaHHbIX, KOTOpOE OTpaxaetT COCToAHnE nepemeHHoM, BKIo4asa BbIXO 3a rnpeaenbl
AnanasoHa, Hann4me owmnboK CBA3N U apyrue napameTtpbl. OHo moxeT npuHMMaTb 3Ha4eHus,

Takue Kak "xopoluee", "nrnoxoe", "HeornpeaeneHHoe" ¢ 4ONONHUTENBHOW MHOPMaLVMEN.

e MeTKka BpeMeHU, NnoKasbiBaloLlad, Korga nepemMeHHada nony4vuna Tekylee aHa4eHue.

e YacToTa onpoca, onpegenstowiad, kak 4acto OPC cepeep 0OHOBNSET 3HAYEHNE NEPEMEHHOMN.

e OnucaHune nepemeHHoﬁ, KOTOpO€E NnomMmoraet nomnb3oBatesito NoOHATb, YTO MMEHHO OHa
npencrtaBndeT.

Kpome o6si3aTenbHbIX, MOryT ObITb U AONOMHUTENbHbLIE CBOMNCTBA, Takne Kak AvanasoH 3Ha4YeHui,
eavHuLa N3MepeHns U apyrue nonb3oBaTernbCckue napameTpbl.

Onsa B3aumopencteusa c OPC cepBepoM AOCTYNHbI HECKOSNIbKO PEXUMOB YTEHUSA AaHHbIX:

° CMHXpOHHbIVI PEXUM: KIMNMEHT OTnpaBiiAEeT 3anpoc N oXxXngaet HemearieHHoOro oTeeTa OoT cepBepa.

e ACMHXPOHHBIA PEeXMUM: KNUEHT OTNpaBnsAeT 3anpoc 1 NpogorkaeTt paboTy, nonyyas AaHHble, Koraa

cepBep 3aBepLunT 06paboTky.
e Pexum nognuckn: cepep OTNpaeBnsieT AaHHbIE TOMbKO NPU U3MEHEHUN TETOB, MMHUMN3NPYS

JNMWHKIOK nepenavy gaHHbIX, NCNoJ1b3yA "MepTByIO 30Hy" ana nrHopmnpoBaHMA He3Ha4YUTESIbHbIX

U3MEHEHUN.
¢ Pexum 06HOBNEHMS AaHHbIX: KNMEHT 3anpalumBaeT 06HOBNEHNE BCEX aKTUBHbLIX TEFOB
OLHOBPEMEHHO, YTO YMEHbLUAET Harpy3Ky Ha NpoLeccop, MTHOPMPYsi NAaCCUBHbIE TETW.

HanHble moryT noctynate ot OPC cepBepa NnnMbo HanpsiMyto N3 KOHEYHbIX YCTPONCTB, NMnbo n3 Bydepa.

YteHune 13 Gydepa BbINomnHAeTCs ObiCTpee, HO MOXET He Bcerda bObiTb akTyansHbIM. OPC cepsep
perynspHo obHoBnsieT bydepHble AaHHble, 3anpalivBas UX y YCTPOUCTB.

3anucb AaHHbIX B KOHEYHOE yCTpOIZCTBO TaKkKe OoCyLleCTBNnAeTCcAd nnoéo B CUHXPOHHOM, nvbo B

ACUHXPOHHOM peXMNMax. B CUHXPOHHOM peXnme KrnneHT XXaetT noarsep>XaeHnd o BbINMOJIHEHUN KOMaHOblI,

4YTO MOXET 3aHATb BpeMsi. ACUHXPOHHbI PEXMM NO3BONSIET KIIMEHTY NPOAOKaTh paboTy, noka cepeep

3aBepliaeT 3anncb 1 oTnpaeBndeT ysegomneHne o 3aBepLueHnn. 3710 YCKOpA€ET npouecc 1 noBbillaeT

06Ll.l,yl-0 npon3BoanTEeribHOCTb CUCTEMDbI.

NMpumepbl OPC DA cepBepa
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CyliectByeT MHOXXECTBO KOMMepYeCcKknx n becnnatHblx peweHnn ansa peanusaumm OPC DA cepsepos.
BOT HekoTopble N3 HUX:

1. Kepware KEPServerEX: OanH ns Hanbonee nonynsapHoix OPC DA cepBepoB, Noaaep>KMBatoLLni
LUMPOKNIA CNEKTP NPOMBbILLIIEHHbIX MPOTOKONOB K1 ycTponcTte. KEPServerEX npenocraesnser
nonb3oBaTensiM BO3MOXHOCTb MHTerpauum ¢ pasnuyHeiMm SCADA cuctemamu, a Takke Apyrumm
KMMEHTCKMMMW NPUNOXEHNSIMU 1151 MOHUTOPUWHIa 1 ynpasneHus npoueccamu. Cepeep nerko
HacTpavBaeTcsi 1 obnagaeT BbICOKOM NPON3BOAUTENBHOCTBIO, YTO AeNnaeT ero naeanbHbIM
BbIGOPOM N5t MHOMMX NPOMBbILLMEHHBIX NPUNOXEHUA.

2. Matrikon OPC Server: Matrikon npeanaraet uenbin psg OPC cepBepoB, KaXablin N3 KOTOPbIX
npegHasHayeH Ans paboTbl ¢ onpeaeneHHbIM TUMOM YCTPOWCTB MW NPOTOKONOB. OTU CepBepbl
OTNMYATCHA rTMOKOCTbIO HACTPOWMKN 1 COBMECTUMOCTBIO C LLUMPOKMM CNEeKTpoM 06opyaoBaHms.
Matrikon OPC Server o6ecneunBaeT cTabunbHYO U HAOEXHYI0 CBSI3b MEXAy YCTPOMCTBAMM U
KNMeHTamu, 4To 0CO6EHHO BaXXKHO B YCMNOBUSAX, A€ KPUTUYHbLI TOYHOCTb U HAOEXHOCTb AaHHbIX.

3. Softing OPC DA Server: Ewe oanH npumep HagexHoro OPC DA cepsepa, KOTOpPbIN
nogaepXMBaeT MHOXXECTBO NMPOMBILLIIEHHbIX MPOTOKOIOB 1 MHTEPENCOB. JTOT cepBep
obecneyvmBaeT BbICOKYO NPOM3BOAUTENBHOCTb M TMOKOCTb, YTO NO3BONSET JIENKO UHTErPUPOBATHCS
B CYLLIECTBYHOLLYIO MHAPACTPYKTYPY NPEANPUATUS.

QT cepBepbl NPUMEHSIOTCA B Pa3nMYHbIX OTPAcsaX, BKIOYas HedpTerasoByto NPOMbILLIIEHHOCTb,
SHEepreTuKy, NPOM3BOACTBO U aBTOMaTU3aLumnio 3aaHnin. OHu obecneynBaloT onepaTMBHbINA OOCTYN K
[AaHHbIM 1 NO3BOMSAIOT CO34aBaTb CIOXHbIE CUCTEMbI MOHUTOPUHIA U YNpaBeHus.

Ctanpgapt OPC UA

OPC UA (Unified Architecture) 6b1n paspaboTaH kak agontounsa npegplaymnx ctangaptos OPC, Bkntovas
OPC DA, ans ycTpaHeHust ux orpaHn4yeHnn n obaeneHns HoBbIX BO3MOXXHOCTEN. OCHOBHOM
oTnnuuTenbHon ocobeHHocTblo npotokona OPC UA aBnsieTca ero He3aBUCMMOCTb OT NnaTgopMebl, YTO
No3BONSET UCMNONb30BaTh 3TOT CTaHAAPT Ha pPasfMyHbIX onepaunoHHbIX cucTemax, Brkiodasa Windows,
Linux n macOS. 310 ctano Bo3amoxHbiM brnarogaps otkasy ot TexHonorun DCOM u nepexogy Ha 6onee
COBPEMEHHbIE N YHUBEPCAlibHblE NPOTOKOSIbI CBA3WN.

OPC UA — 370 NpOTOKO, OPMEHTUPOBAHHbIV CTaHAAPT, KOTOPLIN NOAAEPXKMBAET boraTyto
NHPOPMaLMOHHYO MoAerb, obecnevmBaloLLyo BO3MOXHOCTb paboTbl C JaHHbIMK B 6onee CroXHbIX U
rmbkux cTpykTypax. B otnnumne ot OPC DA, rge gaHHble npeacTaBrneHsl B Buae npocton nepapxun, OPC
UA nossonsieT cosgaBatb 00bEKThI, coaepkaline atpubyTbl, METOObI M CBA3W, YTO AenaeT 3TOT cTaHaapT
6onee NogxoasLUM ANst MHTErpaumm ¢ cucTemamm BEPXHEro ypoBHs, Takumu kak MES n ERP.

ELle ogHoM BaxHON 0COBEHHOCTbLIO 3TOrO CTaHAapTa SIBMSIETCS BbiCOKas CTeneHb 6e30nacHOCTU.
CTaHgapT BKIHOMAET BCTPOEHHbIE MEXaHM3MbI LUMGPOBAHKS, ayTEHTUDMKALMM U aBTOPU3aLIMK, YTO
Aenaet ero 6onee 3alMLLEHHbIM MO CPaBHEHWIO C NPEALIECTBEHHMKAMU. TN PYHKUUM OCOBEHHO BaXHbI
B YCMOBMSIX, IAe HeobxoaMmo 06ecneunTb KOHPUAEHUNANBHOCTb U LLENOCTHOCTb AAHHbIX,
nepegaBaeMbIx Mexay YCTPOMCTBaMU U CUCTEMaMU YNpaBreHus.

OPC UA Takke nogaepxuBaeT paboTy Yepes pasnunyHbie CETU, YTO AenaeT ero yHmBepcarnbHbIM
pelleHneM ONns Co3aaHus pacnpeaeneHHbIX CUcTem aBTomatusauun. Kpome Toro, nogaepikka peansHoro
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BpemeHun Yyepe3 TSN genaet OPC UA adpdheKTUBHBIM B KPUTUYECKN BaXXHbIX CLIEHAPUSX, TaKMX Kak
NPOV3BOACTBO UIK SHEpPreTurka.

Cepsep OPCUA

InemeHt "

MOHHTORMHNR

[ Mognucka ]]]

AA4 NN

[

AP| cepaspa OPC UA

Crex ceain énéﬁﬂ;ﬁuﬁe én&ﬁﬂmlm:e IL:O(I:IELILI.G;'!HI& éaéﬁﬂ_‘e'nu:z
QPC UA Janpoca oTeETa MOanHCKH YEeaoMNeHER
|
Y )
K cepeepy Or cepeepa K cepsepy O7 cepeepa
QOPC UA QOPC UA OPC UA, OPC UA

Knuent OPC UA

KnKeHTokoe NpUnoEeHWe
3anpoc va oTNpaeky  [OCTEEKE NONYYEHHbLEX 3anpoc Ha oTnpasky  [oCTankd Nomy4eH e
aanpoca K Cepespy  OTEETO8 OT capoepa SARBOCA HA NOARKMEKY YEEAOMNEHUR
[ ' I W !
APl knuenta OPC LA
Crex coAam 'CooBuierie Coobiasi Confuwienme Coobiesre
OPC UA P s PO PRl i il vt
Y | ¥ |
K cepeapy O7 cepeepa K ceprepy Or cepsepa
OPC UA ORC UA OFC UA OPC UA

Tenepb 06MeH JaHHBIMW OCYLLECTBSETCS Yepe3 BuHapHble CTPYKTYpbl 1 XML-gokyMeHTbI. [poTokon
OPC UA nosBonsieT achcpekTnBHO paboTaTtb B pacnpedeneHHbix cuctemax. B gononHeHue k
TPagVLMOHHOW MOJENU KrneHT/cepBep, NPOTOKON YHN(PULIMPOBAHHON apXUTEKTYpbl Takxe
nogaepXxvBaeT Mogernb n3gatens/noanucymK, Kotopas onTUMU3NPYeT nepeaady AaHHbIX B CETSX C
MHOXeCTBOM yCTponcTB. CTaHAapT BKNOYAET BCTPOEHHbIE MEXaHN3Mbl PE3EePBMPOBAHNSA: €CIN OOUH
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KMMEHT BbIXOAUT M3 CTPOS, OPYroi aBTomaTnyeckn bepet Ha cebs ero 3agauum, obecrneumsas
MWHMManbHble NepepbiBbl B padoTe.

[aHHble nepeaatotca no TpaHcnopTHbiM npotokonam TCP, HTTP/SOAP wnun HTTPS, uto aenaet
npotokon OPC UA rmbknm, a anga 6e30nacHOCT NCNOMb3yTCA LM poBble cepTudurkaTol 1
wudposaHue. B otnnune ot OPC DA, koTopbin Tpebosan gononHutensHoe N0 ans npoxoxaeHus
yepes MapLpyTm3aTopbl U MexceTesble akpaHbl, OPC UA paboTtaet Hanpsimyto, ynpoluas
NHPPACTPYKTYPY M CHUXKAsA 3a0EPXKKN.

CosmectmocTtb ¢ OPC DA obecneunBaeTtcs Yepes cneunanbHble 060n0o4ku (wrappers) n proxy-moaynu,
YTO MO3BOSISIET NNABHO CBA3aTb CTapble cucTeMbl ¢ npoTokoriom OPC UA. 31o Takke BaxHo gnga loT-
YCTPOWNCTB, r4e COBMECTUMOCTb MeXAY HOBbIMWU N CTapbiMU CUCTEMaMK onpeaenseT ux ycnewHoe
BHeapeHune. Cneuundmkaums aToro NpoTokona BKAYaAET B cebsi MHOXECTBO YacTen, AeTanmn3mpyroLwmnx
paboTy cepBepoB 1 KNMEHTOB, 1 n3noxeHa B ctaHgapte |IEC 62541. bnarogapsi cBoen rmbkocT 1
6e3onacHocTn, OPC UA cTaHOBUTCS NPeanoYTUTENbHbLIM pelleHneM AMsi COBPEMEHHbIX
aBTOMAaTU3NPOBAHHbLIX CUCTEM.

NMpumep OPC UA cepBepa

OPC UA cepBepbl cTaHOBATCS Bce Bonee nonynapHbeiMu 6narogaps CBOMM paclUMpeHHbIM
BO3MOXXHOCTSIM U TMOKOCTW. BOT HECKONbKO NPYMEPOB:

1. Prosys OPC UA Server: 310 MowwHbIn 1 rnbkmnin OPC UA cepBep, KOTOpbI nogaepXnsaet
LUMPOKUIA CNEKTP PYHKLUMIA U COBMECTUM C pasnnyHbiMy Tunamm obopyaosaHus. Prosys OPC UA
Server obecnevnBaeT BbICOKYO NPOM3BOAUTENBHOCTb M 6€30MacHOCTb, YTO AeNnaeT ero
noaxogsaLmnM Ans UCnosib30BaHWs B NPOMbILLIEHHbIX MPUAOXKEHUAX, rAe KPpUTUYHbI HALEXHOCTb U
3awmTa gaHHbix. OPC UA cepBep npegHasHayvyeH ansa obecnevyeHmsi BbICOKONPOMU3BOANTENBHOM U
6Ge3onacHon CBA3M MeXay NPOMbILSIEHHBIMW YyCTpoUCTBaMu (Hanpumep, gatymkamu, MNI1K) n
cuctemamm ynpasnenus, Takmmmn kak SCADA, MES vnn ERP. Prosys OPC UA Server
noaaepXXmMBaeT LUMPOKMIA CNEKTP OYHKLUMIA, YTO AenaeT ero NoAxoaawmm Ang pasnmnyHbiX
npUMEHEeHN B aBToMaTmn3aunu.

2. Unified Automation UaGateway: 3TOT npogyKkT npegoctasnser BO3MOXHOCTU uHTerpaumm OPC
UA ¢ gpyrumu ctangaptamu OPC, Bkntovaa OPC DA n OPC HDA. UaGateway nogaepxvBaet
paclwmpeHHble YHKLUN MOHUTOPUHIA U YNpaBneHnst AaHHbIMKU, YTO NO3BOMSET UCMOMb30BaTb €ro
B CIOXHbIX cuctemax aBTomaTtnsauumn. OH Takke obnagaeT BbICOKOW CTEMNEHbIO
KpoccnnatOpMeEHHON COBMECTUMOCTH, YTO AenaeT ero Nnoaxogawmnm ans npuMeHeHns B caMblx
pasHbIX YCNOBUSIX.

3. Ignition by Inductive Automation: 3ta nnatgopma skniovaet B cebss OPC UA cepsep n
npegocTaBngaeT Nonb3oBaTensM LWNMPOKME BO3MOXHOCTM NO MHTErpauumn 1 ynpasneHno aHHbIMU B
peanbHOM BpeMeHu. Ignition nogaepxusaet paboty ¢ 6onbwmnmm o6beMammn aHHbIX U MOXET
NCNonb30BaTbCs B PasfnnyYHbIX OTPaCsAX, BKIIOYas NPOU3BOLCTBO, AHEPTETUKY U TPAHCMOPT.

oK cepBepbl obecneunBaloT HagexHoe n 6esonacHoe coeanHeHne mMexay npomMbILLNEHHbIMU
yCTPOVICTBaMVI n cucteMamu ynpasrneHuad, 4To genaet nx HeaaMeHMMbiIMU B COBPEMEHHDbIX YCITOBUAX
aBTomMmatunsauumn.
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MuHycbl npumeHeHuns OPC

HeCMOTpFI Ha o4veBunaHbIe nNpenmyLllecTBa, TEXHOOMNA OPC nmeet cBOoM HegocTaTKu, KOTOpble
Heobxoaumo y4unTbIiBaTh Npn Bbl60pe 9TOro CtaHaapTa anga peann3aunn CUCTeM aBTOMaTU3aLUNA:

e CnoxHocTb peanu3sauum n Hactpouku: BHegpeHne OPC, ocobeHHo npoTtokona OPC UA,
TpebyeT 3HaUMTENbHbIX PECYPCOB U 3HaHMIN. HeoBXx04MMO yunTbiBaTb MHOXECTBO NapamMeTpoB U
HacTpoek Ansi obecnevyeHns npaBunbHON paboTbl CUCTEMBI, YTO MOXET NOTpeboBaTb NpuUBEYEHUs
KBannMuLUMpOBaHHbIX CNeLnanncToB.

e 3aBUCUMOCTb OT ceTeBoM MH(pacTpyKTypbl: HagexHaa pabota OPC cepBepoB 3aBUCUT OT
KayecTBa ceTu. B crnyyae HecTabunbHOro coeguHeHns MOXET BO3HUKHYTb NOTEPSA AAaHHbIX UNn
3aQlepXKn B UX Nnepegade, 4To MOXET HeraTMBHO CKasaTbCs Ha paboTe CUCTEMbI YripaBeHus.

e ®duHaHcoBble 3aTpaTtbl: BHeapeHue n nogaepxka OPC cepepoB MoryT notpeboBatb
3HauYMTENbHbIX 3aTpaT, 0COBEHHO ecnn peyvb NAET O KPYMHbIX U CAIOXHbBIX CUCTEMaX. OTO MOXET
cTaTb NPENSATCTBMEM OS5 BHEAPEHUSA TEXHONOMMM Ha ManbIX U CPEAHNX NPeanpPUATUAX.

e CoBmectumocTtb: Xotd OPC UA npeanaraet kpoccnnatOpMeHHY0 COBMECTUMOCTb, Mpobnembl
MOTYT BO3HUKHYTb NPWY MHTErpaLun ¢ ycTapeBLLIMMIN CUCTEMaMU, UCNONb3YLWNMK 6onee paHHue
Bepcuu ctaHgapTa, Takme kak OPC DA. 31o moxeT notpeboBaTtb AONOMHUTENBHBIX YCUNUIA MO
agantaumm u TeCTUPOBaHUIO.

Takke oT4EeNbHO CTOUT 3aTPOHYThL OWwWNnbKM B ucnons3osaHmm OPC. Paspabotumkun SCADA Trace Mode 6
13 komnaHun AgActpa Pucepd pyn BbiAensaoT TUNUYHbIE owmnbky B npoektuposaHun ACY TT1.

Cpean Hux:

1. 3noynotpebnexHne OPC-TexHonornamu.
2. HeonpasgaHHoe ncnonb3oBaHne WEB-TexHonorum.
3. lNpumeHeHne NPOTOKONOB pearibHOro BpEMEHM B TENIEMEXaHNYECKMNX 3aadax.

K npumepy, 4acTo BO3HUKAET XenaHne 3aMeHUTb BCe NPOTOKOSIbl HUXHEro ypoBHS Ha OPC, HO 31O He
Bceraa onpaBaaHo. KoHBepTaumsi NPOMbILLIIEHHbLIX MPOTOKONOB, Takmx kak Modbus u Profibus, Ha MK
yepes OPC cepBep yBenumumnBaet BpemMsi 06paboTkm 1 notpebnsaet 6onblie pecypcoB. TecThl
nokasbiBatoT, 4To SCADA cuctembl paboTtaloT B ABa pasa bbicTpee nNpu UCMOSb30BaHUM MPOMbILLMEHHbIX
NPOTOKONOB Hanpsamyto, 6e3 npomexytodHoro OPC cepBepa. Ecnu KOHTponb npouecca B peanbHOM
BPEMEHMN HE KPUTUYEH, MOXHO Mcnonb3oBatb OPC, HO 3TOT MOMEHT CrneayeT yunTbiBaTb Npu
npoektuposaHun ACY TI1.

Kpome Toro, HacTporika OPC cepBepa MOXET ObITb CIOXHOW, 0COBEHHO C y4eTOM HEOBXOANMMOCTH
PY4HOM NPUBA3KM OOMbLLIOro KonmyecTBa Teros. Elle ogMH HegocTaTok — NUUEH3NPOBaHUE: YacTo
TpebyeTcs oTaenbHas nuueHsna ans kaxagoro MK.

Ecnun cuctema nepenaet gaHHble Yepes MIHTepHET B 0b6nako, HegoctaTtouHoe WndgpoBaHMe CTaHOBUTCA
Cepbe3HON ya3BUMOCTbIO, co3aaBast puckn ans 6esonacHoctn Bcen cuctembl ACY TI1. OgHown ns
Hanbornee akTyanbHbIX Yrpo3 ABMSETCA BHELLHSAS aTaka Yepes3 He4OoCTaTOuHO 3aLlUMLLEHHbIE KaHanbl
CBSA3K, KOTOpasi MOXET MPMBECTM K KOMNPOMETaUUnN AaHHbIX nn oTkady cuctembl. OPC UA ycTpaHsieT
3Ty NpobnemMy 3a CY4ET BCTPOEHHOTO LWMGPOBAHUSA OAHHbIX U UCMOMNb30BaHNSA LUAIPOBbLIX CEPTUCUKATOB.
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[lononHuTenbHO, NPOTOKON NpeaycMaTpuBaeT 3almUTy OT BPeAOHOCHbIX MPOrpaMmM, MUHUMU3NPYS PUCKM
yTeyek MHcpopMauum nnu HapyLleHust paboTbl YCTPOWCTB.

OPC UA ansa paboTbl B pearibHOM BpeMeHU

Q10T cTaHaapT Gbin pa3paboTaH C y4eTOM COBPEMEHHbIX TPeOOBaHMI K cucTeMam, paboTaloLwymM B
peanbHOM BpeMeHW. ATO 03HaYaeT, YTo CTaHAapT obGecneYnBaeT MUHUManbHbIE 3a4ePXKKK Npu
nepegaye AaHHbIX, YTO NO3BOSSET ONEePaTUBHO pearnpoBaTb Ha N3MEHEHUSI B NMPOU3BOACTBEHHbIX
npoueccax u Apyrmx KPUTUYECKM BaXKHbIX CUCTEMAX.

OcHoBHble acnekTbl padotel OPC UA B peanbHOM BpEMEHW BKIHOYALOT:

¢ Hu3kue 3agepXKKu: 3TOT NPOTOKON NOAOEPXKUBAET TEXHOSOMMU, KOTOPbIE MUHUMU3UPYIOT 3a4epXKKu
npv nepegaye gaHHbIX, obecrnevmBas ObICTPYO peakumnio CUCTEM YNpaBrneHns Ha USMEHEHUS B
NPOV3BOACTBEHHbIX NpoLeccax. ATO 0COOEHHO BaXXHO 4118 3ajad, rae TpebyeTcss MrHOBEHHOe
pearMpoBaHue, TakMx Kak ynpasneHme npom3BoaCcTBEHHbIM 060pyaOBaHNEM UKW aBTOMATU3aUMS
npoLeccos.

e Mopnepxka wucpoBaHusa n ayteHTUMKaummn: B coBpeMeHHbIX yCnoBusax 6e30nacHoOCTb
AaHHbIX UMEET NepBOCTENEHHOE 3HadYeHne. OTO 0COBEHHO akTyanbHO AN NpeaoTBpaLLeHns yrpos,
Takux Kak ataku Tuna "dyenosek nocepeguHe” (MITM) nnn nogmeHa gaHHeix. OPC UA ucnonb3yet
undpoBble cepTudukaTthl AnNg naeHTUdKUKaumm nonb3oBaTtenen n obecnevnBaeT WndpoBaHue, 4To
AenaeT HeCaHKLMOHNPOBAHHbIM AOCTYN NpakTU4eckn HeBo3MoxXHbIM. OPC UA Bkniovaet
BCTPOEHHbIE MEXaHWU3Mbl LUMPOBAHMSA U ayTEHTUdUKALMN, KOTOpble obecneynBatoT 3almTy
AaHHbIX NPU X Nepegade Mexay yCTpoMCcTBaMu U cuctemamu yrnpasneHusi. 910 No3BonseT
NCNonb30BaTb 3TOT NPOTOKOI B KPUTUYECKM BaXKHbIX MPUMOXEHUSX, rae Tpebyerca
rapaHTUpoBaHHas 6e3o0nacHOCTb MHhopMaLnN.

e 'mbkocTb u macwtabupyemoctb: OPC UA moxeT ObiTb Nerko agantmpoBaH Nog pasnuyHble
TpeboBaHUA peanbHOro BpeMeHu, OT HeBONbLUNX NOKarbHbIX CUCTEM [0 KPYMHbIX
pacnpeaerneHHblx ceTen. OTO AernaeT ero yHuBepcarnbHbIM pelleHneM ANsi CaMblX pasHbIX
oTpacnewn, rae BaxxHo obecneynTb onepaTtMBHbIN OOMEH AaHHBbIMM.

Takum obpasom, OPC UA npeactaBnsieT cobon MowHoe 1 rmbkoe pelleHne ansa co3gaHus CUCTem
aBTOMaTU3aUMmM 1 ynpaeneHusi, paboTawLmx B peanbHOM BpeEMeHU, obecneunBas Npu 3TOM BbICOKUIA
ypOBeHb 6e30MacHOCTM U HAOEXHOCTW.

TexHonorna aToro NPoToKoNa noaaepXxmeaet mogens nsaarens/nognucynk (Publish/Subscribe)
coBmecTHO ¢ TSN (Time-Sensitive Networking), 4To OTKpbIBaeT HOBble BO3MOXXHOCTU MO CPABHEHUIO C
TPaaMLUMOHHON MOAENbIO KNMeHT/cepBep.

Mogenb KnneHT/cepBep XOpOLLO NOAXOAUT ANSA TOYEYHbIX COeAMHEeHUN, rae Tpebyetca obMeH AaHHbIMU
mMexay AByMsi ycTporcTBamu. OgHako nNpu yBENMYEHUN YMcna NOAKITHOYEHHbIX YCTPONCTB MOTyT
BO3HUKATb 3afepXKkM B Nnepegave gaHHbix. Mogenb nsgarens/nognucymk, HanpoTne, ONTUMU3NPOBaHA
Ansa paboTbl C MHOXECTBOM ycTponcTB. E€ ncnonb3oBanne ocobeHHo achbdekTneHo B loT-cuctemax, rae
TpebyeTcs macwTabupyemocTb 1 onepatmBHaa obpaboTka 6onblmnx 06beMOB AaHHbIX. B aTon mogenu
AaHHble NepefarTcsa OT OQHOMO MM HECKONbKUX MCTOMHMKOB MHOXeCTBY nony4darenen. Cepsep
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nyonukyeT faHHble B CETb, U NOObLIE NOANUCYUKN MOTYT MOMy4aTb UX B PEXMME pearibHOro BPEMEHHN, YTO
3Ha4YNTENbHO NoBblwaeT 3P PEKTUBHOCTL 0OMeHa MHGOPMaLMEN B CIMOXHbLIX CUCTEMAX.

KnueHr - CepBep

OPC Server |- * OPC Client
Oreer —+  ZJanpoc

OPC Server |, - OPC Client
Oreer |, 3anpoc

OFC Server ~~__ OPCClient
Oreer |, —  3anpoc

UspaTens - lMNognucumk

OPC Server OPC Client

Hzparene \/ Nognueumnk
'|

OPC Server ! OPC UA I OPC Client

Hzpatene '. MNognuoyuk

OPC Server / & OPC Client

Hzparens Nognucymk

TSN, kak gononHeHue K Ethernet, npegoctaBnsieT BO3MOXHOCTY ANS yry4lleHns KavyecTBa
obenyxueanHus (QoS), CUHXPOHM3ALMM N MUHUMU3ALMN 3a0epXXeK B Nnepeaadye AaHHbIX. YCTPOMCTBa
nepenaT gaHHble Yepe3 Ethernet B Buge notokos, 1 TSN-koMmyTaTopbl MOTyT BbIAENATb OTAENbHbIE
Nnonocbl NPONYCKaHNS AN KaXK4oro NoToka, YTo NO3BONSEeT 00beANHATL HECKOMBbKO NOTOKOB B OQHON
ceTn 1 obecneunBatb UX nepegady B peasibHOM BpeMeHU. ITO BaXKHO LS CIIOXHbIX CETEBbIX CTPYKTYP,
roe obbluHbIN Ethernet He oGecnevnBaeT 4OCTAaTOUHOM NPOM3BOAUTENBHOCTU U HALEXHOCTH.

CoBmecTHoe ncnonb3oBaHne OPC UA n TSN oTKpbiBaeT NnepcnekTnBbl ANA cO34aHUs eguHON
KOMMYHUWKaLMOHHOM Ccpebl, B KOTOPOW YCTPOWMCTBA OT pa3sHbIX NpoussoguTenen MoryT apdekTUBHO
B3aMMogencTBoBaTth, obecnednBas CTabunbHyo nepegady AaHHbIX B pearibHOM BPEMEHN JaXe B
YCITOBUSAX BbICOKOW HarpysKku.

OPC Foundation aktnsHo passuaet ctaHgapT OPC UA, 4ToBbl OH MO NPUMEHATLCA He TONbKO AN
CBA3U Mexay KoHTpornnepamu n cuctemamm SCADA, HO 1 Ha BCeX YPOBHSAX NPOMbILLNIEHHOM
aBTOMaTu3auuu, OT 4aTYMKOB 1 loT-yCTpOMCTB A0 0BnayHbIX cepBUCOB. B pamkax aToro nnaHa
paspabatbiBatoTcs YeTbipe BapnaHta OPC UA, onTMMMU3MpPOBaHHbIE O5151 Pa3fiMyHbIX TUMNOB YCTPOUCTB:

Bepcusa OPC UA OnucaHue
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Nano Embedded Device [ns paTynkoB 1 apyrnx yCTPOUCTB C OrpaHUYEHHbIMU pecypcamm.
Server

I\S/|ICFO Embedded Device [ns skoHoMuYHbIX MJIK.

erver

Embedded UA Server [nsa 6onee mowHbIx MJ1K v wnto30B.

Standard UA Server ,(D,)JE)HCCSXN(HHX cucteMm, TpebyoLwmx NONHOM OYHKLMOHANbHOCTK

3Tn BEpCUM NO3BOMSAT UCMOSb30BaTb NPOTOKON YHUMMLMPOBAHHON apXMTEKTYPbI B LUMPOKOM CMEKTPE
yCTpoWcTB, obecneunBas HagexHyo 1 maclTabvpyemyto nepegady AaHHbIX B peanibHOM BPpEMEHMU.

OBJIAKO

MK
MES, ERP
OPC UA
Ethernet
OPC UA
nK & : MK
SCADA | scapa
F . \
Ethernet Ethernet Ethernet ARM
OPC UA OPC UA OPC UA OnepaTtopa
o ki
NNk < > NNK : > MNAK
1 Fieldl:-u‘s/ t
Ethernet ¢
Fieldbus Ethernet
OPC UA Moayns e-a OPC UA
w - w v
Datumk Datunk Datumk Datunk lloT

Bbi3oBbl 1 lNepcnektuBbl npumeHeHnsa OPC

HecmoTpsa Ha odeBuaHble npemmyLlectsa, kak y OPC DA, tak n'y OPC UA, cywiecTByloT onpegeneHHble
BbI30Bbl U orpaHnyeHns. OPC DA, HanpvmMep, orpaHnyeH B nnaHe mactabupyeMoctn n 6esonacHocTy,
YTO AenaeT ero MeHee NoaxoasaLwmnm Ansa coBpeMeHHbIX pacnpegerneHHbix cuctem. OPC UA, xoTa u
obnagaet 6ornee WMPOKUMU BO3MOXHOCTSAMU, TpebyeT Bonee CroXXHON HAaCTPOWMKM U UHTEerpaLmm, Yto

MOXET yBENNYMBATL 3aTpaTbl HA BHEOApPEHNE.
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Tem He meHee, nepcnektnebl OPC UA BbIrmagaTt Becbma obHagexunsatowe. Ero cnocobHocTb
nHTerpmpoBatbes ¢ 0T 1 0BnadHbIMKN peLleHnaMKn, nogaepkka CroXHbIX MHOPMaLMOHHBLIX Mogenen u
BblcOKas 6e30nacHOCTb AeNatoT ero KroYeBbIM CTaH4apToM aAnga 6yaywmx cuctem astomatusaumm. C
pa3BuUTMEM TexHonorum, Takux kak Time-Sensitive Networking (TSN), OPC UA ctaHoBuTcs Bce Gonee
BOCTPeOOBaHHbLIM B MPUMOXEHUSAX, FOE KPUTUYECKM BaXXHbl MMHUMarnbHbIE 3a4EPXKN N TOYHOCTb
nepenayv AaHHbIX B peanbHOM BpeMeHu. Kpome Toro, ¢ yBennyeHnem ymcna loT-ycTponcTe n obnavHbix
peLLeHnin, knbepyrposbl CTaHOBATCA BCE Bonee cepbésHon npobnemon. MNMpotokon OPC UA otBevaet
3TMM BbI30BaM, Npeanaras 3awmTy AaHHbIX Ha KaXXgoM YPOBHE CUCTEMBbI, YTO OCOBEHHO BaXHO AN
pacnpeaenéHHbIX N KpUTUYECKN BaXKHbIX NPUNTOXKEHWNIA.

3aknruyeHue

OPC DA n OPC UA npeactaBnsatoT cobon ABa BaXHbIX CTaHAapTa B 06nacTu NpOMbILLIIEHHOW
aBToOMaTM3aLUunm, KaKabli N3 KOTOPbLIX MMEET CBOW CUIbHbIe 1 criabble ctopoHbl. OPC DA octaetcs
nonynsipHbIM BbIOOPOM ANst TPAAMLMOHHBIX CUCTEM Gnarogaps CBOen NPOCTOTE U 3PENOCTU TEXHONOTUN.
OpHako a4nsa HOBbIX NPOEKTOB, 0COBEHHO TeX, KOTOpble TPebyOT BbICOKOW 6e30MacHOCTH, TMBKOCTM 1
nuterpauum c loT, OPC UA aensietca 6onee npegnoytuTenbHbiM BapnaHToM. Beibop mexay atnmm
CTaHgapTaMu JOMmKeH OCHOBbLIBATbCS HA KOHKPETHbIX TpeboBaHUAX NpoekTa, HO B JONTOCPOYHOWN
nepcnektuse ctaHgapt OPC UA, 6e3ycnoBHo, byaeT urpatb BegyLlyo posib B pa3sBUTUU NPOMBbILLITEHHOW
aBToMaTmsauun n ynpasneHus. 3t1o genaet npotokon OPC UA HeoTbeMnemMon 4acTbio COBPEMEHHbIX
CTaHOapTOB aBTOMAaTU3aLUN.

YacTo 3agaBaemblie Bonpochl (FAQ)
Y10 Takoe OPC cepBep?

OPC cepBep — 3T0 NporpamMMHbI KOMMOHEHT, KOTOPbI 06ecneymBaeT CBs3b MeXAy YCTPONCcTBamMu
NPOMbILLNEHHOM aBTOMATU3aUNN U KIMMEHTCKUMU NpunoxeHnamm, Takmmm kak SCADA, MES nnn ERP.
CepBep cobupaeT gaHHble ¢ obopyaoBaHusa (Hanpumep, aatdmkos unu MNJK) n nepegaet nx kNneHTam,
obecneunBas eanHbl nHTEpPdEnc ans obmeHa nHopmaumen.

Yem otnuyaetca OPC UA ot OPC DA?

OPC DA (Data Access) npegHasHaveH ansi obMeHa JaHHbIMY B peanbHOM BpeMeHn 1 paboTaeT Ha
ocHoBe TexHonorum Microsoft DCOM. OtoT ctaHgapT orpaHudeH nnardopmon Windows n He obnagaet
BCTpoeHHon 6e3onacHocTbio. OPC UA (Unified Architecture) — 6onee coBpeMeHHbI cTaHgapT C
nnaTgopmMoHEe3aBNCUMON apXUTEKTYPOWN, NOLAEPXKKOM CITOXHbIX MoAeren AaHHbIX N BCTPOEHHOW
6e30nacHOCTLI0, BKIHOYas LWMpoBaHME U ayTEHTUdMUKALNIO.

Kakue npeumywectsa y OPC UA cepBepa?

OPC UA cepgepbl NpegnaratoT cnegyoLlimne npenmyLiecTsa:

e KpoccnnargopmeHHas coBmectumocTb (Windows, Linux, macOS).
o [logaepxka CnoXHbiX Moaenen AaHHbIX (00beKTbl C MeTogamu n atpnubytamn).
¢ Bbicoknii ypoBeHb 6e3onacHocTM Bnarogaps WMdpOBaHUIO 1 ayTEHTUUKALNN.

14/16



e [1bkocCTb B MHTerpaumm ¢ 10T 1 obrnadyHbIMK peLleHnamu.
¢ Bo3moXHOCTb paboTbl Yepe3 Mogenu KnNneHT/cepeep 1 n3gatenb/NOANUCHNK.

Kak BbiOpaTb mexay OPC cepBepom Ha ocHoBe OPC DA n OPC UA?

BbiGop 3aBUCKT OT BalLMx 3agad:

e OPC DA nogonget ans cywecTsyowmnx cuctem, pabortatowmx Ha Windows, rae BaxkHa npoctoTta
HaCTPOWKMN.

e OPC UA npegnoyTtuteneH ns HOBbIX NPOEKTOB, Tpebyowmx 6e3onacHoCTH, rmMbKOCTU, NHTErpauumn
c loT u kpoccnnatopmeHHon paboTbl.

Kakue cywectBytoT npumepbl OPC UA cepBepoB?

MonynsipHble NpUMEpbI BKITHOYatOT:

e Prosys OPC UA Server: BbICOKONPON3BOAUTENBHbIM CEPBEP C aKLLEHTOM Ha 6e30nacHOCTb U
HaOEeXHOCTb.

¢ Unified Automation UaGateway: nnterpauyus OPC UA ¢ gpyrumum ctangaptamm OPC.

e Ignition by Inductive Automation: mowHasa nnatdopma ans paboTbl ¢ GonbLMMKM 06beMamun
AaHHbIX.

Kakue HepocTtaTku ecTb y OPC cepBepoB?

HepgocTtaTtku Bko4atoT:

e CnoXHOCTb HacTponku: TpebyeTcs kBanudukaunsa Ang npaBunbHON KOHUrypauuu.

e 3aBMCUMOCTb OT ceTu: KadecTBo paboTel OPC cepBepa 3aBUCUT OT HA4EXHOCTN CETEBOIO
coeVHEeHNs.

e BbIicokasi CTOMMOCTb: BHEAPEHUE N NNULEH3MPOBAHME MOXET ObITb JOPOrOCTOALLMM, OCOGEHHO AN
CMOXHbIX CUCTEM.

¢ [1pobnemMbl COBMECTMMOCTU: UHTErpauus ctapbix cuctem (Hanpumep, OPC DA) ¢ HoBbIMU
peweHnamun (OPC UA) moxeT notpeboBaTb AONONHUTENBHbLIX YCUNIA.

Onsa yero ucnonbayetca mopenb usaartens/nognucumk B OPC UA?

Mogenb nsparens/nognucdmk (Publish/Subscribe) nossonsaeTt nepegaBate AaHHbIE OT OQHOMO UCTOYHMKA
cpasy MHoXecTBy nony4datenen. OHa onTumansHa Anst paboTbl ¢ 60MbLIMM YMCIIOM YCTPONCTB B
pacnpefeneHHbIX cucteMax, MUHUMU3NPYs 3a4epXku 1 NoBbllas 3aPEKTUBHOCTb Nepenayn aHHbIX.

Kakue TpaHcnopTHbIe npoToKonbl noaaepxusaetr OPC UA?

OPC UA nogpepxuBaet nepegady gaHHbix yeped TCP, HTTP/SOAP n HTTPS. Takasa rubkoctb
NMO3BONSIET MCMONb30BaTh €r0 B Pa3fMYHbIX CETEBbLIX YCNOBMSX, BKITHOYAs CNOXHbIE pacnpeneneHHble
CUCTEMBI.

Y10 Takoe TSN u kak oH cBsizaH ¢ OPC UA?
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TSN (Time-Sensitive Networking) — a1o TexHonorusa Ha ocHose Ethernet, koTopass MuHuMn3npyer
3a4epXxkn Npu nepegade aaHHbix. B covetanun ¢ OPC UA, TSN obecneunBaeTt cTabunbHyo 1
CMHXPOHU3NPOBAHHYH Nepeaady AaHHbIX B peanbHOM BPEMEHU, YTO BaXXHO ANS BbICOKOHArpyXeHHbIX
CUCTEM.

Kakue pononHuTenbHble npeMMyLlecTBa AaeT ucnono3osaHne OPC UA B uHTerpauum loT?
OPC UA npegnaraet MHoroudncreHHble npemmyliectsa ans loT, Takme kak nnatgopMeHHas

HE3aBUCUMOCTb, BbICOKMI YPOBEHb 6e3onacHocTwH, nHTErpauuna c obnayHbIMn cepBuncamMun 1 nogaepKka
CINOXHbIX Mogenen gaHHbIX.

OcTtaBuUTb 3a8BKY

Haxvmas Ha kHonky «OTnpaBuTb», S Aato cornacne Ha o6paboTKy MOMX NEePCOHarnbHbIX AaHHbIX
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