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OPC (OLE for Process Control) — aT0 ceMencTBo NpOTOKOOB M TEXHONOIMMI, NPEeaoCTaBNASOLWLMX
eauHbIN MHTepdenc Anga ynpaeneHnss o0bekTamm aBToMaTn3aumm U TEXHONOTMYECKUMM NPOLIECCaMM.

Cewmericteo npoTtokonos OPC goBOSbHO YacTo UCnosnb3yroT Ans obmeHa gaHHbIMu mexay MK
n SCADA cuctemamm.

Cosganue n nogaepxky cneumdukaumin OPC koopanHupyeT MexxayHapogHas HeKoMMmepyeckas
opraHu3aumsaOPC Foundation, cosgaHHasa B 1994 rogy BeayLwmMmmn NnponsBoguTensaMm cpeacTs
NPOMbILLNEHHOMN aBTOMAaTU3aUnn.

BBuay Toro, 4to 3HaunTeENbHOE BriMsiime B opraHnsauun OPC Foundation nmeet kopnopauusa Microsoft,
npotokornbl OPC o nocnegHero sBpeMern 6binmn ogHonnaTopMeEHHbIMU U 3aKPbITbIMU MO NPUYNHE
NPUBA3KN K 3aKpbITbiM TexHonornam MS Windows.

Hepoctatku OPC (DA/HDA)

HecMoTps Ha orpoMHbIN ycnex u Bceobluee Nnpu3HaHve, NpakTyKka BbiBUNa cneayowme HegocTaTkm
OPC TexHonorum:

e [OCTYMHOCTb TOMbKO Ha onepaumoHHbIX cuctemax cemenctea Microsoft Windows

e cBA3b c TexHonornen DCOM, ncxogHole Koabl KOTOpOVI ABNAKOTCA 3aKpbITbIMW. 3710 He nos3sonser
pewaTtb BOMPOChbl HAAEXHOCTHU MO, a Takke BbIABNATb U YCTpPaHATb BO3HUKaAKOLLME NporpaMmMHbIe
OTKa3bl

e npobnembl KOHUrypupoBaHus, cesidaHHble ¢ DCOM
e HeTouHble coobueHmns DCOM o npepbiBaHUSIX CBA3N
e HenpucnocobrneHHocTb DCOM ans obmeHa AaHHbIMU Yepe3 UHTEpHET

¢ HenpucnocobneHHocTb DCOM ansa obecneyeHns MHopmaumMoHHON 6e30nacHOCTM.
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B cBA3n ¢ 3TUMM HegocTaTkaMn K orpaHnveHnamm opraHunsaumen OPC Foundation 6bino cosgaHo
MHoronnatdopmeHHoe peweHune — npotokon OPC UA (OPC Unified Architecture). OHo yHuduumpyet
BCE NPOTOKOIbl PAHHUX BEPCU B paMKaX OTKPbITbIX 1 MHOroNnaToOpMEHHbIX TEXHOMOIMIA.

Crangapt OPC UA yctaHaBnmBaeT meToabl obmeHa coobeHnamun mexagy OPC cepBepOM U KITMEHTOM,
He 3aBuCsiLLMe OT annapaTHO-NPOrpamMMHONM NNaTtopMbl, OT TMNa B3anMOLENCTBYIOLWNX CUCTEM U CETEMN.
OPC UA obecne4ymBaeT HagexHyto 1 6e30nacHyo KOMMyHUKaLMIO, MPOTUBOAENCTBME BUPYCHbIM aTtakam,
rapaHTUpyeT MAEHTUYHOCTb MHPOPMaLmMKM KNMeHTa 1 cepeepa.

Apxutektypa OPCUA, opueHTMpOBaHHasA Ha cepBUCHI

OcHoBHbIM oTiinumem OPC UA ot OPC saBnsietca otkas oT TexHonornm COM n DCOM dumpmbl Microsoft
n nepexog kK apxutektype SOA (Service Oriented Architecture - "Apxutektypa, opueHTMpoBaHHasa Ha
cepsucobl") ¢ Lenbo odbMeHa nHpopmaumen n obecnevyeHnsa COBMECTUMOCTU C MHOXXECTBOM PasfnyHbIX
annapaTHO-NPOrpaMMHbIX NNaTgopMm.

bnarogaps noctpoenuto cepeepa OPC UA Ha ocHOBe cepBMCOB, NOsIBUNACh BO3MOXHOCTb M3MEHATb
pasmep (MacwTabupoBaTth) cepepa AN ero MCNosnb30BaHMs Ha NnaTtgopmax ¢ pasHbIMn
BbIYUCNUTENBHBIMW pecypcamMu: Anst BCTPOEHHbIX NPUTOXEHUIN MOXET OblTb MCMOSb30BaH COKPaLLEHHbIN
Habop cepBMCOB, A5 KOPNOPATUBHLIX CETEBbLIX CEPBEPOB - MOMHbIV Habop.

Cepsucbl OPC UA gensartca Ha normdeckue rpynnbl:
e cepBuCbl 6e30nacHbIX KaHanoB
® CepBUCHbI Ceccuil B3anMOAENCTBUA NPUIOXKEHUI MO MHULMATUBE Nonb3oBaTens

e CepBuCbl ANA ynpaBneHus yanammn™*. MNo3sonstoT knneHtTam 4obaenstb, MoandmumposaTtb Unm
yaansiTb y3nbl B agpecHOM NPOCTpaHCTBE

e CepBUCbl BMUOMMOCTW y3In0OB, No3BonALmne 3agasatb MHOUBUAyarnbHble Ha60pbl BNONMBLIX y3/10B
Ona pasHbIX KIMMEHTOB

e CepBUCbI aTpMOYTOB NO3BONAOT MoaudMLMpoBaTb aTpnbyThbl y3r10B
e CEpBUCbI METOAOB, KOTOPbIE BbI3bIBAKT (PYHKLMM, UCMIONHSAEMbIE 3NIEMEHTAMN CUCTEMBI

e CEPBUCHI A4S MOHUTOPWHIA Y3/10B B PEXMME MOANUCKN. DTN CEPBUCHI NEPUOANYECKN
KOHTPOSMPYIOT NEPEMEHHbIE, aTpUbyThI M COBLITUSA, a TaKKe reHepUpPYOT YBEAOMMEHNS Npu
HaCTynneHUn 3agaHHbIX YCrOoBUIA
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e CepBUCbl ONnA OCyWeCTBEHNA NOANUCKU N ny6n|/|l<au,vw| yBe,D,OMJ'IeHVIIZ

Mpeumywectea OPC UA

OPC UA obnagaet crnegyowmmm npenmyLLecTBamm:

e [loniHocmbto KpoccrnamgopMmeHHbIt cmaHdapm. Ha nepBbin B3rnag 9TO KaXeTcs
HecyLeCTBEHHbIM, TaK Kak 6onbwmnHcTBO SCADA-cncTeM BCe paBHO OCTalOTCA (M OCTaHyTCSA)
pabotatb Ha OC Windows. OgHako ¢ nosiBneHnem KpoccnnatopMeHHOCTM ncyeana
HeobxogmmocTb B cyectBoBaHum OPC-cepBepa Kak OTAENbHOro NPUOXeHUs Ha KOMNbIOTEpe,
NMOCKOSbKY Tenepb 60MbLUMHCTBO KOHTPOMNEPOB YXXe uMetoT BCTpoeHHyto OC n nponssoanTenb
MoxeT ycTaHoBUTbL OPC-cepBep HENOCpeaACcTBEHHO B KOHTponnep. [Anga nonyyYyeHnst Teros u3
KOHTponnepa bonblue He TpebyeTcs HacTpanBaTb OTAENbHOE NPUNOXeHWe, JOCTaTOMHO 3a4aTh B
SCADA-cucTeme napamMmeTpbl NOAKNIOYEHUS K KOHTPOEpPY, N BECb CNNCOK NepeMeHHbIX (B TOM
yucrne apxuBHbix) ByaeTt nonyyeH n gobaBneH B NPOekT. Takum 06pa3om, NOCTPOEHME NpoeKTa
CYLLLECTBEHHO YCKOPSAETCH.

o Jleckocmb ydaneHHo20 nodkrodeHus. Jltobon paspadotumnk ACY ¢ cogporaHMmem BCNoMUHaET
npouecc NoakntoveHns yaaneHHoro «knaccundeckoro» OPC-cepsepa k SCADA-cucteme: ans
nonyyYeHns AaHHbIX OT APYroro KomnbloTepa Heobxoammo 6bino HacTpouts DCOM no
cneumanbHON UHCTPYKUUKU. Bpaa nn HangeTca XoTb OQUH CheLmanmncT, KOTopoMy yaanoch 31o
caenaTb € nepBoro pasa. A HacTporka cepBepHbix pegakumii OC Windows - ele 6onee crnoxHas
npouenypa. B OPC UA takon npobriemMbl B npuHuune HeT. Tenepb nogknioveHue yaaneHHsix OPC
He BbI3bIBAET HUKaKNX Npobnem.

o llughposaHue u aymeHmugukayusi. K coxxaneHuio, K HOBbIM Bbl30BaMm, TpebyoLWMM NOBbILLEHHON
6e3onacHOCTM Nnepeaayn AaHHbIX, NOKa He rOTOB HW OAMH NPOMBbILLNEHHbIW MPOTOKOS: BCE OHU
paspaboTtaHbl B KOHUEe 1990-x rogoB (Mnu gaxke paHee) n He UMEKOT HUKaKOW 3alunTbl. TexXHonorus
OPC UA B 3TOM BOMNpocCe SIBNAETCA UCKIIOYEHNEM: B HEW MPUMEHSAIOTCH HECKONbKO BapuaHToB
LWnppoBaHUA 1 ayTeHTMduKaLmMm. ITO NO3BONSET BECTU Nepeaadvy AaHHbIX Yyepes Internet, He
6ecnoKosiCb 3a NX COXPaHHOCTb.

e YHugpukauyus aHHbIX. B «knaccmnyeckon» OPC cyLlecTBYIOT HECKOSbKO CTaH4APTOB AS1S KaXA0ro
BapuaHTa ncnonb3oBaHusa: OPC DA — anga tekywmx gaHHbix, OPC HDA — gns apxvBHbIX U T. A. B
OPC UA Bce ctangapTbl 06beguHeHbI: TeKyLme AaHHble, apXMBHble AaHHble, COObLEeHNA — Bce
3TO nepepaeTcs Yyepes OANH cepBep, No eANHOMY UHTepency.
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