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HHCTPYMEHTANbHBIE CHCTEMbI

OPC Unified Architecture:
M3MEeHeHM S
B NONYNSIPHON TEXHOJIOIMMU
MHPOPMALMOHHbIX OOMEHOB
C TOUKM 3pEeHUS UHXXEHepa

Hukonavi borgaros, Onsra Kucenésa

B cratbe paccMoTpeHbl OCHOBHbIE NPUHLMMBI U 0COBEHHOCTM HOBOM YHUPULMPOBAHHOM
apxutektypbl — OPC UA. Sta TexHonorus nossonsiet UCnosib30BATb NPEUMYLLECTBA

yHMBEpCcanbHOro uHTepgenca ais B3AMMOAENCTBMS ANMNAPATHOrO M BEPXHEFO YPOBHEN
GBTOMATM3ALMM NPEANPHUATHM.

J171s1 yripolleHUs U yAeLeBICHUSI peaiu-
3alUU MHGOPMALMOHHBIX OOMEHOB B CHC-
TeMax MPOMBIILJIEHHON aBTOMaTU3allMU B
1996 romy GbuTa MpeIOXKeHa TEXHOJOTHs
OPC (OLE for Process Control), B koTopoit
eIMHoOOpa3re B HACTPOMKax CThIKOB
SCADA-cuctemMbl ¢ «BHEIITHUM MMPOM»
JIOCTUTAETCS 32 CYET MCTIOIb30BAHMS OIpe-
JIeJIEHHOTO 1J1103a, YHU(DULIMPYIOIIETO
uHTepdec B3aMMOICHCTBUS C KIMEHTOM
YU CKPBIBAIOLIETO YACTHBINA MPOTOKOJI OT-
NeJIbHBIX CPEeACTB aBToMaTu3auuu. Mc-
MnoJib30BaHue «kiaccuueckoit» OPC orpa-
HuyeHo maatdopmoit Windows, Tak Kak
3TO He IMPOTOKOJI Tepeiaayu NaHHBIX, a
MMEHHO MPOrpaMMHasT TEXHOJIOTHsI, OCHO-
BaHHasI Ha MeXaHU3Me YIaJ€HHOTO BBI30-
Ba TIPOIICYp C HCITOJIB30BAaHUEM CTeKa
DCOM. Br1o HakanbiBaeT CBOM HeraTuB-
HBIil OTITEYaTOK Ha TaKue IapaMeTphl Ipo-
necca Bzanmozaeiicteust o OPC, kak 6e30-
MaCHOCTb, HAIEXHOCTD 1 Pe3ePBUPOBAHNIE.
[MpoaHann3upoBaB HEMOYETHI TEKYIIMX
crietmukanmii, accouuauuss OPC Foun-
dation pa3paboTajia OpUTMHAIbHYIO YHU-
(upoBaHHYIO TEXHOJIOTHIO, KOTOpast 10-
0aBJIsieT HOBBIE BO3MOXKHOCTH, TPU3BaH-
HBIE TTOMOYb TIOJIb30BATENISIM TIOCTPOUTH
YCOBEPIIIEHCTBOBAHHBIE PEILICHWS IS CUC-
TeM aBTOMaTU3allnu.

Kakue M3MeHeHUs B THUIIaX Tepeaadyn
NMAHHBIX, aDXUTEKTYPe TOCTYIa K pa3ind-
HBIM KaTETOPUSIM JAaHHBIX U B CTPYKType
MPOrpaMMHOTr0 00ecreueHus] HECET B ce-
0e HoBoe nokosieHue OPC? Kakue npeu-
MyliecTBa gaét ata texHosnorus? Ha atu

BOIIPOCHI MBI TIOCTapaeMcsi OTBETUTH B
cTaTbe, UCTIONB3Ys Pa3pabOTKU OTHOTO U3
TEePBLIX ¥ HamboJee MOCIeIOBaTEIbHBIX
yuactHrnkoB OPC Foundation — xomma-
auu ICONICS, KoTopast B 3TOM oy 10-
6aBwia momuepxky OPC  Unified
Architecture (OPC UA) B cBou KiTIoueBbIe
MPOIYKTHI.

TunoBast cxema ucnoab3oBaHusi OPC
s poctyna K gaHHbiM [TJIK u SCADA-
CUCTEM IMoKa3aHa Ha puc. 1.

ToBopst o «knaccuueckoit» OPC, Mbl B
MEPBYIO OYepelb MMeeM B BUIY Iepenayy
JaHHBIX cortacHo creuudukanysasym OPC
DA (Data Access — B Maciltade peaJbHOro
Bpemenu), OPC HDA (Historical Data
Access — apXMBOB M3MEHEHUI Iapamer-
poB) u OPC A&E (Alarm and Events — Tpe-
BOr U coObITuit). IlomyasipHOCTb Mocen-
HMX OBYX CIeUM(DUKALMIA CYIIECTBEHHO
MeHblie, yeM y OPC DA, He B noc/ieHIo0
ouepelb TOTOMY, YTO Tiepeiada TaHHBIX ap-

XUBOB W aBapUIHBIX COOBITUII TpeboBajia
OT MPOMU3BONUTENSI 000PYIOBaHUS pas3pa-
0OTKM elI€ ABYX OTAEIbHBIX MPOrpaMM, a
OT pa3paboTyrKa CUCTEMbI TUCIIETYEpU3a-
LIMM — HACTPOMKMU elll€ OMHOTO WJM JBYX
JOTIOJTHUTEbHBIX MUH(OOPMALIMOHHBIX CThI-
koB ¢ cepBepamu OPC HDA u OPC A&E,
WMEIOIUMK HE3aBUCUMbIE U HE CBSI3aH-
Heie ¢ OPC DA anpecHble TTpoCTpaHCTBa.
B OPC UA npeaycmarpuBaercsi o0beau-
HEHUe MEXaHMU3MOB aJpecalli U JOCTyIia
K pa3HbIM KaTeropusiM JaHHBIX.

Hrak, nepsas ocovennocmv OPC UA —
MOJyYyeHUEe TEeKYIIMX U apXUBHBIX 3Haye-
HUI TTapaMeTPOB U COOBITUI MTPOUCXOAUT
TeNnepb €AMHOOOPa3HO OT OJHOTO UCTOY-
Huka. [lpu 3TOM yHUbULIMPOBAHHOE af-
pecHoe MPOCTPAHCTBO €HI€ U COHAEPKUT
OoJibllle CEMaHTUYECKUX CBEIEHUM, N0-
CTYMHBIX MpU ero rpocmMoTpe (browsing).
[ npumepa paccCMOTPUM TPOU3BOJIb-
HBI OOBEKT «DOWIep», KOTOPBIM MbI
JIOJDKHBI  yNIPaBJISATh 4Yepe3 COOBbITUS
«BKJTIOYEH/BBIKITIOUCH», TI0 M3MEHCHMIO

[ncnetyepckas Cucrema asTomatnaawmnm
(LeHTpanbHbIn [ucneTtyepckas NPOMbILLSIEHHON
oduc) (Cpununan) YCTaHOBKM
SCADA, MES SCADA [paitepbi MK
LAN, WAN OPC- ; ,
cepsep ! '
OPC- 101011 ! |
cepsep . !
: ( [TpoTOKON, BbI6PAHHDIIA

MexaHuam BbI30Ba /
npoLeayp NpoLeccos
(Microsoft DCOM)

Puc. 1. Cxema npumeHeHus «knaccuyeckoin» OPC

npoussogutenem MK
(BO3MOXHO, HECTAHAAPTHbIIA)
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OPC UA-cepsep

SCADA I OcHoBHO Pe3sepaHbiii
[ ) 5
Mpotokon OPC UA Binary Mpussiaka
a SnemeHt K pesepBHoMY
Mopnucka | »------ COeINHEeHUO
| ERP SCADA " EEESS T BREay ! C UCMOfb30BaHUEM
1 : Ceccms ID ceccun
MES = %2%3%% : : CoefvHeHue
SCADA /Z < 101011 : :
[ poraon 056 Uk By
OPC UA Binary uan OPC UA XML 6

Puc. 2. Bo3moxHble cxembl B3aumopencteus ¢ OPC-cepsepamu B MJIK

TEMIIEpaTyphbl U IABJCHUS, a TAKXKE aHATM-
3UpOBaTh, KaK 3TU IapaMeTpbl BIUSIOT
Ipyr Ha apyra. JlormyHo, 4TO NaHHBIE
CBOICTBa HY>XHO TPYNIMPOBATh U aHAIMU-
3upoBath Bce BMecte. CemaHTuka OPC
UA nozBoJisieT 310 cnenatb. OnuH 00beKT
37ieCh TIPeACTaBIeH HaOOpOM CBOUCTB
(Temriepatypa, [JaBjlieHHUE), METOAOB
(BKJIIOYEH/BBIKJIIOUEH) M COOBITUI (TeM-
nepaTypa CJIMIIKOM BBbICOKasl, JaBJICHUE
CJIMIIKOM HU3KOE).

Bmopas ocobennocms OPC UA — mon-
HOCTBIO ITepepaboTaHHbI MEXaHW3M B3aK-
moneiictBust OPC-kinenta u OPC-cepBe-
pa. IIpousoién orkaz or DCOM B 1nosb3y
obMeHa OuMHapHbIMM WM XM L-coobe-
HusiMu (To ectb OPC UA — 3T0 MMEHHO
IPOTOKOJ MepeIavyn JAHHBIX; K TAKOMY Me-
XaHW3MY HAMHOT'O «IPY>KECTBEHHEE» OTHO-
cATCsl MeXceTeBble 9KpaHbl — firewall — u
npouue cpeacTsa MHMOOPMaLIMOHHOM 6e30-
IMaCHOCTH; C JPYrOil CTOPOHBI, OTKa3 OT
DCOM BbI3BaH M POCTOM MOIYJISIPHOCTH
peumtennit mox Linux B 2000-x rr). Takxke
CTaHIAPT OMNpenessieT TMOKUI MeXaHU3M
YIIpaBJICHUS CETEBBIMU U JIOTMUECKUMU CO-
equHeHusiMu OPC-cepsepoB u OPC-xiu-
€HTOB JUIST TIOMIEPKKN PEe3ePBUPOBAHHBIX
KoHdurypauuii u T.n. bosee Toro, UHTEP-
deiic OPC-cepBepa paccMarpuBaeTcsl Kak
HabOp CEPBUCOB, a 3HAYUT, TaHHbIE CUCTEM
aBTOMATU3aIl1 MOTYT CTaTh JOCTYITHBIMU
JIPYTUM TIPUJIOKEHUSIM B €UHOI CepBUC-
Hoit mmHe npeanpusitus (ESB), mocrpo-
€HHOI 110 TexHoJioruu SOA.

Tpemws ocobernocms OPC UA — oTKa3 ot
WCTIONIb30BaHUST MEXaHWU3MOB KOHTPOJIS
npaB jpoctyna Windows (OCHOBaHHBIX Ha
TPOBEpPKe WMEHU/TIapoJisi TOJIb30BaTesl,
OT MMEHU KoToporo 3aryckaercss OPC-
xmeHT), pazpaborarku OPC UA mpemio-
XK 0oJiee COBPEMEHHBIN CTIOCO0 KOHT-
pOJIsl ¢ WCTOJBb30BaHUEM CEepTU(UKATOB.
Taxke TIpeaycMOTpeHa BO3MOXHOCTh
g poBaHUs MepeaaBacMbIX JaHHBIX.

EcrecTBeHHO, yIeIecHO BHUMaHHUE W
BOIIPOCY COXPaHEHMSI YK€ CHeTaHHBIX

MIPENNPUATUSIMI WHBeCTUINH. Vcrmonb-
3oBaHMe «kimaccuieckoin» OPC Bo3MOX-
Ho u B OPC UA-cpene: crienmaibHast
obojouka (wrapper) obecIiedyruBaeT I0C-
Tyn K oosraHOMy OPC DA-cepBepy, a
proxy-monynb no3pojisier OPC DA-kmm-
€HTY B3auMoeiicTBoBaTh ¢ HOBbIMU OPC
UA-cepBepamu.

PaccMmoTpuM mompoOHee TexHUYECKUe
ocobernnoctu OPC Unified Architecture u
BO3MOXHOCTb VX UCTIOH30BAHUS TSI 13-
MEHEHMUsI CYIIeCTBYIOLIETO TOpsIIKa pas-
paboTKM CUCTEM TUCIIETYEPCKOTO YIpaB-
JIEHUS.

CTPYKTYPA NPOrPAMMHOIO
OBECNEYEHMUSA

Ilepexon OT MeXIPOrpaMMHOTO B3aM-
mozeiictBust moepx DCOM k mepenaye
nakeToB no3BoJisieT ucnojHsaTh OPC-cep-
Bepbl 1 OPC-knMeHThl HE TOJIBLKO Ha
KOMIIbIOTEpax Mo YIpaBJIeHUEM OTJINY-
HbIX 0T Windows oriepaliMOHHBIX CHUCTEM,
HO U B cCaMUX KOHTpoJuiepax (puc. 2a). Ap-
TYMEHTOM B I0JIb3Y COXpPaHEHUs CYILECT-
BylolLeit cxembl, Korna OPC-cepsep ycra-
HaBJIMBaeTCsl Ha KOMIIbIOTEpE, MOXKET
CIYXXUTh OFPaHUYEHHOCTb PECYPCOB U, B
YaCTHOCTH, OMNEepPaTUBHON MaMSTU KOHT-
poJuiepa, YTo He MO3BOJIMT My OTHOBPE-
MEHHO OOCIIy>KMBaThb HECKOJbKUX ITOJI-
KJTIOYEHHBIX KJIMEHTOB. OIHAKO MHOXe-
CTBO «BHEIIHWX» KJIMEHTOB MOXKET B3aM-
moneiictBoBaTh co SCADA-cucremoit
(kak TokaszaHo Ha puc. 20). [1pu aob6om
BapHaHTe OTKa3 OT MCITOJIb30BaHUsI TTPOII-
puetapHoro nporokoJa B nojnzy OPC UA
s B3aumMoperictBus ¢ ITJIK — aro co-
KpallleHWe Pa3HOTUITHOCTH CPEICTB, MC-
MOJIb3YEMBIX TIPU TMOCTPOCHUM CHUCTEMBI
aBTOMAaTH3allK, TIPUBOISIICE HE TOIHKO
K CHIDXKEHMIO TPyJ03aTpar Mpu MycKOHa-
JIAJIOYHBIX paboTax, HO W obJeryaroriee
MOACPHU3ALNIO OTICIbHBIX KOMITOHEH-
TOB CHCTEMBI B Oymytiem. Takske Tpu pea-
JI3aIUY ClieHapys YIAIEHHOTO B3aMO-
neiicteust OPC-ximenra u OPC-cepBepa

Puc. 3. CywHocTb B3aumopeiictBua OPC-knuenta n OPC-cepBepa

(He uepe3 JIBC, a yepe3 permoHajbHYIO
CeTh Nepeaaur JaHHBIX B MacilTabe peru-
oHa — WAN), xorma tpabuxk TCP/IP
MPOXOAUT 4Yepe3 MaplIpyTU3aTOpbl U
MEXCeTeBble 3KpaHbl (CM. B3aMMOJEii-
CTBUE IIEHTpaJbHOTO o(puca u uivana
Ha puc. 1), «kiaccuueckasi» OPC tpebyet
HCTIOJIb30BaHUS MPOrPaMMHOTO obecre-
YEeHUs TMPOMEXYTOUYHOTO CJI0sI, Harpu-
mep, ICONICS GenBroker wim ICON-
ICS DataWorX OPC Tunnelling. OPC UA
HE UCIOJIb3YeT TAKOU MPOCIOiKHU, el 0e3-
pa3IMYHO, YCTAHOBJIEHBI JIN KJIUEHT U Cep-
Bep Ha KOMITBIOTEPAX, HaXOSIINXCS B CO-
CeHUX KOMHATaX WM B Pa3HBIX TOPOJIaX.

BLICTPOE PEATUPOBAHME
HA CBOM U PESEPBUMPOBAHME
NMEPEQAYMM AAHHBIX

OPC UA pa3zaensieT HeCKOJIbKO YPOBHEM
B3aumoneiictuss OPC-kiauentoB u OPC-
cepBepa. Bo-mepBbix, KaXablii U3 KIMEH-
TOB YCTaHABJIMBAIOT C CEPBEPOM CBOE 3a-
IIUIIEHHOE ceTeBoe coeauHeHue. [lpu
3TOM ecJIM B «KJlaccuueckoii» OPC npaBo
JnocTyna KJIMEHTa K cepBepy ompene-
JISUTOCh, MCXOMASl U3 TpaB MoJjib3oBaTeseit
Windows, OT 4bero UMEHM OHM 3aIycKa-
JIUCh Ha COOTBETCTBYIOLIMX KOMITbIOTEPAX,
10 B OPC UA KeHT u cepBep uaeHTUhU-
LUPYIOT ceOs1 LM(PPOBBIMU cepTUUKAaTa-
Mu. Bo-BTOpBIX, B paMKaX COEIMHEHMS
CO3MagTCsT Ceccust — JIOTUIECKOe COeIMHe-
HMe KJIMeHTa 1 cepBepa. [TlapameTpom cec-
CHM SIBIISIIOTCSI yKe IIpaBa OTAEIHLHOTO
noJyib3oBarelisi, ucroJib3ytomero OPC-
KJIMEHT, Tak Kak OPC-cepBep MOXeT BBO-
IWTh OTpaHWYEHHUS Ha oOIllepally uTe-
HMSI/3aITUCH  OTIENBHBIX 2JIEMEHTOB ISt
pa3HBIX IIOJIb30BaTeNlell. YKe B pamKax
CECCHM TIPOM3BOIUTCS COOCTBEHHO Tepe-
JaJa JaHHBIX (BBIMTOJIHEHHWE 3arpOCOB Ha
YTEHME/3aMNCh), a TaKKe MPOU3BOIMTCS
WHUIMAN3AMs CICKa 3JIEMEHTOB, 00
M3MEHEHMSIX 3HAUCHUI KOTOPBIX CEpBEp
HampaBliIeT  KJIHMEHTY  yBEIOMJICHUE
(puc. 3 — MeXIly COeMHEHUEM, CecCuel,
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MOAIMUCKOM,
«OJIMH KO MHOTMM»). Eciu cOoli B KaHasie
Mepefay JaHHbIX MPUBOAUT K pa3pbIBY
CETEeBOro COEAVHEHMsI, TO MOCJe YCTAaHOB-
JIEHUSI HOBOTO COEIMHEHUsI CO3JaHHYIO
paHee CeCCUIO MOXKHO «IIPUBSI3aTh» K HEMY
U TMPONOJIKUTH PaboTy Ge3 MOBTOPHOIM
VHULMATU3aLUK, TO eCTh 00eCTIeUrBACTCS
BO3MOXHOCTb OBICTPOrO BOCCTaHOBJIEHUS
nepefayn JaHHbIX. AHAJOTMYHO MpYU pea-
JIM3alMU CLIEHApUsl Pe3epBUPOBAHUSI: €C-
JIM €CTh OCHOBHOM UM pesepBHbIit OPC-
KJMEHTbI, Benyuiue orpoc ogHoro OPC-
cepBepa, TO COEIMHEHNE C CEPBEPOM yCTa-
HaBJIMBAIOT 00a, a CO3MAET CECCUIO U BEAET
ornpoc ocHoBHOIt OPC-kiueHT. B ciyyae
ero kpaxa pesepBHblii OPC-kieHT moa-
KJIIOYAeT COXPaHEHHYIO Ha CepBepe cec-
CHUIO K CBOEMY COEMHEHUIO U MPOI0JIKAET
TTOJTy9eHUEe TaHHBIX.

OTaenbHO OTMETUM M3MEHEHUST B KOH-
uenuuu otnpaBku OPC-cepBepoM yBe-
IOMJIEHUI 00 U3MEHEHUSIX 3HAUEHU OT-
NIEJIBHBIX TIapaMeTpoB KJIMEHTaM (Mexa-
HHM3Me€ TaK Ha3bIBAeMOTO CIIOHTAHHOTO
yBenomieHus1 00 usMeHeHusix SRBX —
spontaneous report by exception). B OPC
DA sToT MexaHu3M ObLT peajii30BaH ve-
pe3 00paTHBII BBI30B METOMIOB KJIIMEHTA, B
OPC UA mexriporpaMMHOE B3aMMOJIEi -
CTBUE HE MCIIOIb3YeTCsI, a OTIPABIISIIOTCS
cooOieHusi. BaxkHoii 0COOEHHOCThIO UX
OTIPABKU SIBJISIETCSI TO, YTO CEpBEep cam
OIpeesisieT MOMEHT OTITpaBKH (1o BhakTy
U3MEHEHUsI 3HAYEHWI OTIEeNbHBIX Tapa-
METPOB), HO HE CO3JaET HOBBIX COOOIIIE-
HWI, a BBIOMpAeT MX M3 O4Yepenn paHee
MMOJTYYeHHBIX «3arOTOBOK» OT JTaHHOTO
kieHta. To ecTb cHavajga KJIMEHT Ha-
MpaBJIsIeT CepBepy MacCHUB 3arpocoB 00
U3MeHeHUsIX (¢ YyHukalbHbiMU [D),
cepBep MX KAIIMPYeT U 0 Mepe TOosIBIe-
HUST U3MEHEHUN (MU TIPU TIPOXOKICHUY
3aJaHHOTO TIeproja BpeMeHU 0Oe3 m3Me-
HEHMIT) OTIpaBIISIeT KJIMEHTY; Jajee Kiu-
eHT TOATBEPKIaeT (DaKT TMOIyIeHUsT CO-
obmenust. Ileppoanyecku KJIMEHT MO-
TIOJTHSIET OUepeb Ha CepBepe COOOIIeHN-
MU ¢ HoBbIMU ID. Takum oOpa3zoM mck-
JII0YAETCST BO3MOXXHOCTh HEKOHTPOJIMpPYe-

3JIEMCHTOM  OTHOILUCHMUSA

MOTO POCTa YKCJIa OTIPABIISIEMbIX CepBe-
POM CcOoO01IeHN 00 U3MEHEHUSIX.

Knacc

WellClass

Ccbinka Tuna
HasComponent

—

lMepemeHHas

B Mexanuzme nepeaadyu yBCI[OMJIeHI/Iﬁ
TAaKXE€ IPOABIACTCA  HE3aBUCUMOCTD
nporpaMMHOIo CO€AMHEHUA — B Cliydyac
cbost u IOCJACAYIOUIETO BOCCTAHOBJICHUA
CETEBOIO COCAMHEHUSA CEPBEP MOXKET I1C-
pe€aaTb KIMEHTY BECb TMOATOTOBJICHHBIN 32
BpEMsA OTCYTCTBUA CBA3W MaCCUB C000-
1LIEeHUI 00 U3MEHEHUSIX.

Kak yxe ormeuanocs, OPC UA peanu-
3yeT BaKHbIE U3MEHEHUs U B YaCTU opra-
HU3allM1 TaHHBIX CepBepa, TO €CTh apec-
HOro MnpocTpaHcTBa. HamoMHuM, 4to B
OPC DA Tteru OblIy CrpynIiupoBaHbl ue-
PapXrMYeCKu C MOMOIIbIO TManokK. Y Kax-
JIOTO Tera ObLIM 00s13aTe/IbHbIE CBOMCTBA:
3HaueHue (CKaJsgpHOEe WU BEKTOPHOE,
OJIHOTO M3 TpenornpeneaéHHbIX MPOCThIX
TUNoB maHHbIX — Intl6, Float, String u
T.1.); TPU3HaAK JocToBepHOCTU (quality);
meTKa BpemeHu. Pazpabotunk OPC-cep-
Bepa MOT OMNpeIesiTh AOMOJHUTEIbHbIE
CBOIACTBa LTSI TETOB, TaKMe KaK OMUCaHue
eAVHUL U3MEPEHUs U T.I.; ObLIO Xeja-
TeJIbHbIM, 4T00bI OPC-KJIMEHT MOT Ccuu-
THIBaTh 3HAYCHUST ITUX JOMOJHUTETHHBIX
CBOICTB Hapsiy ¢ 00s13aTeIbHBIMU CBOIA -
crBamu. B OPC UA aapecHoe nmpocTpaH-
CTBO OpPraHM30BaHO MEpapXUYECKU 3a
CUET BBEIEHUS OOBEKTOB (B TEpMUHAX
00BEKTHO-OPUEHTUPOBAHHOIO MPOrpam-
MUPOBaHUS), TO ECTh IK3EMILIIPOB Kjiac-
coB. Knacc (1 00beKT) MOXET cofepxaTh
MepeMeHHbIe, CCHUIKUA Ha JPYyrue o0beK-
THI U JaXXe METOIbI — (DYHKIIUH, TOCTYTI-
Hble g BbizoBa OPC-xnuentom. Ilpu
5TOM THUT TIEPEMEHHON MOXeT OBITh
CJIOKHBIM, aHAJIOTUYHO TIOHSITUIO CTPYK-
TYPBI U3 3bIKA IPOTPAMMMPOBAHUSI, 00B-
eIVHSISI TIOJIST Pa3HBIX TUIIOB, BKJIIOYAs
TaOJUILbI (MACCUBBI) U T.1.

B yactHOCTH, 3TO Maé€T BO3MOXHOCTb
OTOUTU OT TPAAULIMOHHOW [JISI CUCTEM
KOHTPOJISI U yIpaBJIeHUs Nepenayu 3Ha-
YEHUI OTHEJIbHBIX CUTHAJIOB U obecre-
YUTH TIepeaadyy HabOpoB MaHHBIX — Tab-
JIML, (QUKCUPYIOIIMX 3HAYCHUS 1IEJIOTO
psiIa mapamMeTpoB Ha BEIOpAHHBII MOMEHT
BpeMeHHU, 4YTO Oojiee TpUEMIIEMO ISt
MES- u ERP-cucrem. MoxHo mpenmo-

06bekT

Ccbinka Tuna
HasTypeDefinition

Puc. 4. Ccbinkmn B appecHom npoctpaHctee OPC UA-cepBepa

JIOXUTh, 4TO (POPMUPOBAHUE ITUX CIIOXK-
HO CTPYKTYPHUPOBAHHBIX TIEPEMEHHBIX OY-
JIeT TaKKe TPOUCXOIUTh HE aBTOMATHUEC-
KM, a [0 KOMaHJie, TO €CTh MPU BbI30BE
cneunanpHoro meroga B OPC-cepBepe
KJIUEHTOM.

B anpecHom mpocrpanctee OPC UA-
cepBepa MOXET ObITh peajn30BaHa siBHAsI
TUMU3aLMST 00BEKTOB, TO €CTh COIMOCTaB-
JIEHUE OHOTUITHBIX TPYIII TEXHOJIOTUYEeC-
KHX TlapaMeTpoB 111a0sIoHy (kiacey). bia-
roziapsi 3ToMy MOSIBJISIETCS] BO3MOXHOCTD B
MPUJIOKEHUM -KIMEHTe KOHTPOJIUPOBAThH
TOJIHOTY Mojy4aeMoil uHdopmauuu 1 B
cllyyae U3MeHeHUs e€ 00bEMOB B cepBepe
aBTOMATMYECKHU Ha 3TO pearupoBaTh.

OPC UA-KJIMEHT MOXET OTOUTU OT
MPUHATOX B HACTOSILIEE BPEMSI CXEMBI,
Korjia nepeyeHb curHaios oomeHa ¢ OPC-
CepBEpPOM OMpe/esisieTcss B BUAE CIHMCKA
UMEH TeroB. SIBHOE IpeaocTaBieHue ce-
MaHTUYeckoil uHdopmauuu B OPC UA-
cepBepe U, B YaCTHOCTU, HATMYUE CChITIOK
OT OINKCaHUA KJlacca K ero 3K3eMILIsipaM
MO3BOJIET 33JaTh 1IA0JOH MepeyHsi 00b-
€KTOB, a He BBOAMTH Ha KJIIMEHTE CITMCOK
UMEH 9K3EMIUISIPOB KJlacca, CYILIeCTBYIO-
IIUX HA MOMEHT HacTpoliku cteika. OPC
UA-KJIMEHT TakXe MOXET MOAMUCAThCs
Ha MoJlyuyeHue yBeIOMJIEHUII OT cepBepa
00 M3MEHEHUSIX B al[pECHOM MPOCTPaH-
ctBe. M, Hampumep, B ciyyae CUCTEM,
dopMupyOIMMX Ha BBIXOAE CBOIHBIE OT-
YE€THI, BOBMOXHOCTh aBTOMATHUYECKU OT-
pearnpoBaTh Ha yBeJIMUSHUE WIN YMEHb-
LIEHWE KOJMYECTBAa aHATU3UPYEMBbIX 00b-
€KTOB, HECCOMHEHHO, IMOJIe3Ha.

Ha puc. 4 nokasaH npumep: B aIpeCHOM
npoctpanctBe OPC UA-cepBepa MoXeT
OBbITh 3alaHO OMpelesieHrue Kjacca co
CIIUCKOM IapaMeTpPOB, MOCTYNAKOLINUX OT
CHCTEM aBTOMATH3ALINK W XapaKTepu3yro-
IUX PeXUM pabOTHI CKBaKWHBI Ha TIOM-
3eMHOM XPaHWJIHIIE WU MECTOPOXICHUN
raza, Heptu. OPC-ximeHT, dopmupyo-
UK OTYET 1O A0ObIYE 3a TPEAbIIYLINAI
yac, MOXeT TOJYYUTh CIUCOK OOpPaTHBIX
ccoutok tunia Has Type Definition, yka3biBa-
IOIX OT OOBEKTOB Ha WX KJlacc, TO eCTh
TOJIyYUTh MacCUB UMEH OOBEKTOB M CO-
CTaBUTHh 3aIMpoc Ha YTEHWE 3HAYeHUN
nepeMeHHbIX QLH 13 Kaxkmoro oObeKTa.
[lpu oGHapyXeHNM U3MEHEHUsI B CITHCKE
CCBIIOK KJTUEHT OOHOBJISIET CBOIA TIepeueHb
UMEH U MACHTU(UKATOPOB OOBEKTOB (TO
€CThb TIPOBOAWT TTOBTOPHYIO YAaCTUIHYIO
VHUIMATTN3AIUIO 0e3 TIPephIBaHUS COEIM-
HEHWsI, €CId TOBOPUTh Ha TEXHUIECKOM
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Puc. 5. lpocmotp apgpecHoro npoctpanctea OPC UA-cepBepa

sa3bIKe). OgHAaKOo yyacTue yesoBeka Tpedy-
€TCs Ha JTale HayajJlbHOU HaCTPOMKU
CThIKA, TaK KaK OTJIWYUTb CMBICIOBYIO
Harpy3Kky 3HauyeHHsl, XpaHUMOTO B Tepe-
MeHHoit QLH, oT 3Ha4eHUil epeMeHHbIX
P vimu T MOXHO, TOJILKO TTPOYMTAB aTpU-
OYyT — TEKCTOBOE OINMCaHMWE IepeMeH-
HOI — WJIM MTPOaHAIM3MPOBAB CaMU UMe-
Ha. Pazpaboruuku OPC UA paccmatpu-
BaIOT 3TO KaK OrpaHUYECHHUE U MpemycMmaT-
pUBAIOT B OYyIyILEM BBIITYCK CIIELUATU3U-
POBaHHBIX UHOOPMALIMOHHBIX MOJIEeH —
JIOKYMEHTOB B TeKCTOBOM U XM L-popma-
Tax, OMPEACISIONIMX TIPaBUa UCIOIb30-
BaHUsI UMEH TIEPEMEHHBIX [IJIST OTAEIbHBIX
MpeAMETHBIX 001aCTel.

MUcnonb3osaHuE OPC UA
B PABOTE

Crneuuduxanus OPC UA, pazpabotaH-
Hast OPC Foundation, cocTOUT Ha TeKy-
IIMA MOMEHT u3 13 uacrteit u dhopMmab-
HbIM 00pa30M OMUCHIBAET pa3IUYHbIC ac-
MEKThI JIOTMKU pabOThl U B3aMMOAEHCTBUS
OPC UA-cepBepoB U KJIHUEHTOB. TekcT
crielMdUKaIMK pacipoOCTPaHSIETCS TOIb-
KO cpeau opraHusanuii-uieHo OPC
Foundation, mosroMy BceMm 3amHTEpeco-
BaHHBIM B 0oJjiee NETaJIbHOM HU3YYEHUU
0COOEHHOCTEl 3TOr0 HOBOI'O MPOTOKOJIA
Mbl PEKOMEHIyeM MepBYIO M3 IOSIBUB-
muxest Kaur [1].

OpHako ceiiuac, B 2010 roay, moaiepxka
OPC UA yxe peain3zoBaHa B 00JIbILIOM KO-
JINYECTBE KOMMEPUECKMX M OeCIUIaTHBIX

npuioxeHuit. IlponemMoHCTpUpyeM, Kak
3TO paboTaeT, C UCTIOIb30BaHEM 64-01TO-
Boro naketa ICONICS GENESIS64 Bep-
cun 10, nemoHcTpaioHHbix UA-cepeepa
u KiaueHTa paszpaborku Unified Automa-
tion GmbH.

Banyctum GraphWorX64. Cosnaém am-
HaMUYeCKUil anieMeHT Process Point, BbIOU-
paeM UCTOYHUK TAaHHBIX — MOSIBIISIETCST OK-
Ho Data Browser. BBonuM HenpuBbIYHbII
anpec opc.tep;//192.168.2.143:4841 n niox-
kmovaemcst K iemo OPC UA-cepsepy. O0-
paTuTe BHUMaHME: MBI YKa3aJI¥ TUTI TIPOTO-
Kona, [P-anpec (MOXHO OBLIO yKa3aTh UMsI
XOCTa), Ha KOTOPOM 3alyllleH cepBep, U
HoMmep TopTa. [locie TTOmKITIOUeHUsT TSt
MPOCMOTpA JOCTYITHO aapecHOe IMPOCTPaH-
CTBO cepBepa, HO TpamWIIMOHHAs IPEeBO-
BUIHAs CTPYKTypa HeWH(GOpPMaTUBHA —
ucnosib3ys tadbsuHoe (Grid) uau cereBoe
(Mesh) mnipencraBieHUs], MOXHO YBUIETD,
YTO 3JIEMEHTHI aJPECHOTO TPOCTPAHCTBA
CBSI3aHBI CCBUTKAMU PA3JIMYHBIX THUIIOB.
B wactHOCTH, 00BEKT MyDemoObject
(puc. 5) rpynmupyet (ccbutka tTuria HasCom-
ponent) TiepeMeHHbIe Temperature, Coun-
ter, Testl, Test2 v meton SetAllValues. K 00b-
€KTaM-3K3eMIUISIpaM KJTaCCOB TPEBOT BEIYT
Takxke cchliku Thna HasCondition v T.1.

BoiGepem niepemeHHyto Temperature Kak
WCTOYHUK JAHHBIX JUIS OIHOTO 3JIEMEHTa
Process Point n eé cBoiicTBO FEnginee-
ringUnits — st BToporo. [1epeBenst Graph-
WorX64 B pexkum Runtime, yBuaum oto6-
paxkaemble 3HayeHUs1 (puc. 6; CHMMOK

kS
Rintme

GraphWorki4 by ICONICS, Inc. -Displayl_TestTemp.gdfx™

7 ;:::ma: “ @ @

R > D By | e 1o Eiend
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Puc. 6. IkpaHHas ¢opma GraphWorX64
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Puc. 7. NMpumeneHue u koHdurypauua ICONICS OPC UA Server

9KpaHa TaKXe COAEPXKUT BCIUIbIBAIOLIUI
MPU HABEJIEHUU MBI Ha BTOPOU U3 3Jie-
MEHTOB Process Point TOSICHSIIOILIUI TEKCT).

JlaHHBIil TprMep, MOMUMO OYEBUIHOTO
MOATBEPKAEHUSI «3TO paboTaeT», NEMOH-
CTPUPYET YIOMMWHABILYIOCSI paHee BO3-
MoxkHocTb npencrasieHust B OPC UA-cep-
Bepe W repefavye KIMEHTY He OTIEeNbHBIX
3HaYEHUI, a CTPYKTYp HaHHbIX. B maH-
HOM cJly4yae cBOicCTBO EngineeringUnits co-
nepxut 3HayeHue (Value), oObenuHsIIO-
mwee anemeHTol UnitID, DisplayName,
Description (1 euie, eciv ObITh TOUYHBIM,
nycroit NameSpacelndex). [1ns anpecaiuu
K KOHKPETHOMY 2JIEMEHTY €ro UMSsT HY>KHO
J00aBUTH K aapecy (oOpatute BHUMaHUE
Ha pas3leUTeNb «:»), HallpUMep, YTOObI
0To0pa3uTh TOJbKO <« C», HEOOXOIUMO
yKaszathb: opc.tep://192.168.2.143:4841
\\MyDemoObject. Temperature. Engineering
Units::DisplayName.

Bosmoxxnoctu OPC UA-00607104eK, TO
€CTbh TIPOTPAMMHOTO 00ECTIeUeHUST TOCTYTIa
K «kjaccuueckum» OPC-cepBepaM c uc-
nosnb3oBaHrueM OPC UA-kIMeHTOB, MOX-
HO [OTTOJTHUTEIGHO WCITBITATh, 3arpy3uB,
Harrpumep, UA Wrapper kommannu Unified
Automation. Eciu paHee mnoakitoueHue
ynanéHHoro OPC-cepBepa TpeboBajio UC-
TT0JTb30BAHUST IIPOTPAMMHOTO 00eCTIeUeHUST
TYHHEJIMPOBAHUST CO CTOPOHBI U KIIMEHTA, 1
cepsepa (Haripumep, GenBroker u3 cocra-
Ba SCADA-nakera ICONICS GENESIS-
32), TO Npu NPUMEHEHUM COBPEMEHHBIX
SCADA-cucrem, nmerommx OPC UA-xim-
€HTa, MOXHO OTPAaHUYUTHCS YCTAHOBKOU
nononHeHus B sue OPC UA-oGonouku Ha
CTOpPOHE cepBepa. DT MPOMYKTHI HE UMEIOT
coOCTBEHHOTO Tpaduyeckoro uHTepdeiica
U CITy3KaT TOJIBKO TIpeodpa3oBaTesisiMu Ipo-
TOKOJIa; TIPU 3TOM OJHOBPEMEHHO C WX
WCTIONB30BAHUEM COXPAHSIETCS BO3MOXK-
HOCTb U TPAJUIIMOHHOTO TIOAKITIOUEHUST K
OPC-cepBepy.

C npyroit CTOPOHBI, OTKa3aThCsl OT OT-
IenbHBIX TpaguimoHHbIXx OPC DA-cepBe-
pos mo3BojisteTr ICONICS OPC UA Server,
paspaborannbiii ICONICS B mapTHepcTBe
¢ pupmoit Kepware. DTOT TIpOAYKT MpU-

3BaH CO3/1aTh CAMHYIO TOYKY JOCTyMa K
MOJIEBBIM YCTPOICTBAM aBTOMATU3AlINU,
TaK Kak OH BKJIIOYAeT B celst ApaiiBepbl
ISt CBsi3M 110 Gojiee ueM 100 mporokosiam
(Allen-Bradley DH+, Omron FINS,
Siemens S7 MPI, Triconex Ethernet,
BACnet, DNP u muorue npyrue). ICON-
ICS OPC UA Server MOXXHO TIPOTECTUPO-
BaTh KaK OT/EJIbHOE MPUJIOKEeHUE (B Bep-
cusix Standard m Premium), a Takxe B co-
craBe nakera GENESIS64 V10.

Ha puc. 7 nokazaHa cxema puMeHEHMUsI
aroro OPC UA-cepsepa. [l Kaxkmoro
MIPOTOKOJIa, UCTIOIb3YeMOTO Ha TIPEIITPHSsi-
TUU, BBOIUTCS CBOI «KaHaJI», OTPeIeIsIio-
LUt 6a30BbIe XapaKTEPUCTUKK CThIKA, 3a-
TeM UISI KaXJIOTO OTAEJIbHOTO YCTPOMCTBA
HACTpauBaeTCsl MepeueHb CUTHAJIOB. DTH
MEePEeYHN MOTYT OBITh BBHITPYKeHBI B CSV-
(aiin, orpenaktupoBaHbl B Excel u 3arpy-
JKEHbI 00paTHO, YTO MUHUMU3HUPYET TPY-
J103aTpaThl MHXEHEPA.

SAKJIIOYEHME

YuuduuupoBaHHas apxurekrypa OPC
UA, xiiouyeBble OCOOCHHOCTU KOTOPOI
ONMCaHbl B JaHHOM CTaTbe, IMO3BOJISIET
pacCIIMPUTh BO3MOXHOCTU TI0 Iepeaaye
MHGOPMALIMM MEXIY MPWIOXEHUSIMU B
MPOCTPAHCTBE MPOMBILIIEHHOTO Ipe.-
npusitusi. O0beauHss craHgapTHbie OPC-
crienuKaly, 3Ta HOBash TEXHOJIOTHSI
nopaboTaHa C 1eJbI0 YCTPAHUTh TeKYIIHe
HelocTaTku ucnojb3oBaHus DCOM u
CITOCOOCTBOBATD ITOBBIILIEHUIO YPOBHS MH-
Terpalyy B COBPEMEHHBIE YIIPaBIISIONINE
cucTembl. @
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